THE DEPARTMENT OF HOMELAND
SECURITY’S R&D BUDGET
PRIORITIES FOR FISCAL YEAR 2008

HEARING

BEFORE THE

SUBCOMMITTEE ON TECHNOLOGY AND INNOVATION
COMMITTEE ON SCIENCE AND
TECHNOLOGY
HOUSE OF REPRESENTATIVES

ONE HUNDRED TENTH CONGRESS

FIRST SESSION

MARCH 8, 2007

Serial No. 110-8

Printed for the use of the Committee on Science and Technology

&R

Available via the World Wide Web: http://www.house.gov/science

U.S. GOVERNMENT PRINTING OFFICE
33-611PS WASHINGTON : 2007

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2250 Mail: Stop SSOP, Washington, DC 20402-0001



COMMITTEE ON SCIENCE AND TECHNOLOGY
HON. BART GORDON, Tennessee, Chairman

JERRY F. COSTELLO, Illinois
EDDIE BERNICE JOHNSON, Texas
LYNN C. WOOLSEY, California
MARK UDALL, Colorado

DAVID WU, Oregon

BRIAN BAIRD, Washington
BRAD MILLER, North Carolina
DANIEL LIPINSKI, Illinois

NICK LAMPSON, Texas
GABRIELLE GIFFORDS, Arizona
JERRY MCNERNEY, California
PAUL KANJORSKI, Pennsylvania
DARLENE HOOLEY, Oregon
STEVEN R. ROTHMAN, New Jersey
MICHAEL M. HONDA, California
JIM MATHESON, Utah

MIKE ROSS, Arkansas

BEN CHANDLER, Kentucky
RUSS CARNAHAN, Missouri
CHARLIE MELANCON, Louisiana
BARON P. HILL, Indiana
HARRY E. MITCHELL, Arizona
CHARLES A. WILSON, Ohio

RALPH M. HALL, Texas

F. JAMES SENSENBRENNER JR.,
Wisconsin

LAMAR S. SMITH, Texas

DANA ROHRABACHER, California

KEN CALVERT, California

ROSCOE G. BARTLETT, Maryland

VERNON J. EHLERS, Michigan

FRANK D. LUCAS, Oklahoma

JUDY BIGGERT, Illinois

W. TODD AKIN, Missouri

JO BONNER, Alabama

TOM FEENEY, Florida

RANDY NEUGEBAUER, Texas

BOB INGLIS, South Carolina

MICHAEL T. MCCAUL, Texas

MARIO DIAZ-BALART, Florida

PHIL GINGREY, Georgia

BRIAN P. BILBRAY, California

ADRIAN SMITH, Nebraska

VACANCY

SUBCOMMITTEE ON TECHNOLOGY AND INNOVATION

HON. DAVID WU, Oregon, Chairman

JIM MATHESON, Utah

HARRY E. MITCHELL, Arizona
CHARLIE A. WILSON, Ohio
BEN CHANDLER, Kentucky
MIKE ROSS, Arizona

MICHAEL M. HONDA, California
BART GORDON, Tennessee

PHIL GINGREY, Georgia
VERNON J. EHLERS, Michigan
JUDY BIGGERT, Illinois

JO BONNER, Alabama
ADRIAN SMITH, Nebraska

RALPH M. HALL, Texas

MIKE QUEAR Subcommittee Staff Director
RACHEL JAGODA BRUNETTE Democratic Professional Staff Member
COLIN MCCORMICK Democratic Professional Staff Member
SHEP RYEN Republican Professional Staff Member
AMY CARROLL Republican Professional Staff Member
MEGHAN HOUSEWRIGHT Research Assistant

1)



CONTENTS

March 8, 2007

WitNess LAst ....oocvioiiiiiiiiiiic e
Hearing CRarter ........ccooociieiiiiieeiiecieeteeie ettt ettt et e e e sae e bt e sabeeseesnne

Opening Statements

Statement by Representative David Wu, Chairman, Subcommittee on Tech-
nology and Innovation, Committee on Science and Technology, U.S. House
Of REPIeSENtAtIVES ..cevvieiiiiieciiieeeiee ettt e et e et e e et e e e e e e e e seaeeesaaeeennnes

Written Statement ..........coccueeiiiiiiiiiieeieee e

Statement by Representative Phil Gingrey, Ranking Minority Member, Sub-
committee on Technology and Innovation, Committee on Science and Tech-
nology, U.S. House of Representatives ........cccceeeveiiiieiiiieeniiiiieiieeseeeenieeeees

Written Statement ..........cooeeiiiiiiiiiie e

Prepared Statement by Representative Harry E. Mitchell, Member, Sub-
committee on Technology and Innovation, Committee on Science and Tech-
nology, U.S. House of Representatives ..........cccoceecueeiieniienieniieiiecceeeeieeen

Witnesses:

Mr. Jay M. Cohen, Under Secretary of Science and Technology, Department
of Homeland Security
Oral StatemMEnt ........ccceeeeiiiiieiiie et e et e e te e e e ae e e e eaeeeeraeeeeneneaas
Written Statement .
BIOGraphy ....cooiiiiiiiii e
Mr. Vayl S. Oxford, Director, Domestic Nuclear Detection Office, Department
of Homeland Security
Oral StatemMEnt ........ccceeeeiiiiieiiie et e e ere e e e e e e reeeeraeeesraeeeeseneaas
Written Statement .
BiOGraphy ....cooiiiiiiiii e
Dr. Gerald L. Epstein, Senior Fellow for Science and Security, Homeland
Security Program, Center for Strategic and International Studies
Oral Statement ......
Written Statement .
Biography .......cccccceuenn.
Financial DiSClOSUIE ........cccoovieiiiiiiiiiiiieiiieieeeee ettt
Mr. Jonah J. Czerwinski, Managing Consultant, IBM Global Business Serv-
ices; Senior Fellow, Homeland Security, IBM Global Leadership Initiative
Oral StateMENt .......ccceeiiiiiiieiiie ettt eetr e e e re e e ete e e e eaaeeeetreeeerneans
Written Statement .
20 = = o) 1 2RO UUSRPSRRNt
Ms. Marilyn Ward, Executive Director, National Public Safety Telecommuni-
cations Council (NPSTC)
Oral StateMENt .......ccceeiiiiieieiiie ettt eetr e e e re e e e e te e e e etaeeeetreeeereeaas
Written Statement
Biography ..

DISCUSSION ..uvviiiiiiieeeiieeeitee e et e estteeeserteesseseeeetseeesesaeessseeeassseeasssseessssesssssessnsseeesnes

(I1D)

11
12

13



v

Appendix: Answers to Post-Hearing Questions

Mr. Jay M. Cohen, Under Secretary of Science and Technology, Department
of Homeland SeCUTity .......cccccoveeeeiiiiieiiie ettt e stee e e re e e s e e e e seaaeeennes
Mr. Vayl S. Oxford, Director, Domestic Nuclear Detection Office, Department
of Homeland SeCUTity .......cccccoveeeiiiieniiie ettt e e stee e er e e e eareeeseaaeeennes
Dr. Gerald L. Epstein, Senior Fellow for Science and Security, Homeland
Security Program, Center for Strategic and International Studies .................
Mr. Jonah J. Czerwinski, Managing Consultant, IBM Global Business Serv-
ices; Senior Fellow, Homeland Security, IBM Global Leadership Initiative ...
Ms. Marilyn Ward, Executive Director, National Public Safety Telecommuni-
cations Council (NPSTIC) ...c.cooiiiiiiiiiiiiiieee ettt

Page

90

96

106

109



THE DEPARTMENT OF HOMELAND SECU-
RITY’S R&D BUDGET PRIORITIES FOR FIS-
CAL YEAR 2008

THURSDAY, MARCH 8, 2007

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY AND INNOVATION,
COMMITTEE ON SCIENCE AND TECHNOLOGY,
Washington, DC.

The Subcommittee met, pursuant to call, at 10:00 a.m., in Room
2318 of the Rayburn House Office Building, Hon. David Wu [Chair-
man of the Subcommittee] presiding.

o))



BART GORDON, TENNESSEE
CHAIRMAN RALPH M. HALL, TEXAS
RANKING MEMBER

U.S. HOUSE OF REPRESENTATIVES
COMMITTEE ON SCIENCE AND TECHNOLOGY

SUITE 2320 RAYBURN HOUSE OFFICE BUILDING
WASHINGTON, DC 20615-6301
(202) 225-8375
TTY: {202} 2264410
hetpiacionce kRause.gav

The Subcommittee on Technology and Innovation
Hearing on:

“The Department of Homeland Security’s R&D Budget Priorities for
Fiscal Year 2008 (FY08) ”

2318 Rayburn House Office Building
Washington, D.C.

Thursday, March 8%, 2007
10:00 am — 12:00 pm

WITNESS LIST

The Honorable Jay M. Cohen
Under Secretary of Science and Technology
U.S. Department of Homeland Security

Mr. Vayl Oxford
Director of the Domestic Nuclear Detection Office
U.S. Department of Homeland Security

Dr. Gerald L. Epstein
Senior Fellow for Science and Security, Homeland Security Program
Center for Strategic and International Studies

Mr. Jonah J. Czerwinski
Senior Fellow, Global Leadership Institute
1BM

Ms. Marilyn Ward
Executive Director
National Public Safety Telecommunications Councif



3

HEARING CHARTER

SUBCOMMITTEE ON TECHNOLOGY AND INNOVATION
COMMITTEE ON SCIENCE AND TECHNOLOGY
U.S. HOUSE OF REPRESENTATIVES

The Department of Homeland
Security’s R&D Budget
Priorities for Fiscal Year 2008

THURSDAY, MARCH 8, 2007
10:00 A.M.—12:00 P.M.
2318 RAYBURN HOUSE OFFICE BUILDING

1. Purpose

On Thursday, March 8, the Subcommittee on Technology and Innovation of the
Committee on Science and Technology will hold a hearing to consider the Presi-
dent’s fiscal year 2008 (FY 08) budget request for research and development at the
Department of Homeland Security. Agency officials and outside observers will com-
ment on budget priorities within the Science and Technology Directorate (S&T) and
the Domestic Nuclear Detection Office (DNDO).

2. Witnesses

The Honorable Jay M. Cohen (R.Adm., USN ret.) is the Under Secretary of
Science and Technology at the Department of Homeland Security (DHS).

Mr. Vayl Oxford is the Director of the Domestic Nuclear Detection Office (DNDO)
at DHS.

Dr. Gerald L. Epstein is the senior fellow for science and security in the Home-
land Security Program at the Center for Strategic and International Studies (CSIS).

Mr. Jonah J. Czerwinski is a senior fellow with the Global Leadership Initiative
at IBM. He is also a Senior Advisor for Homeland Security Projects at the Center
for the Study of the Presidency (CSP).

Ms. Marilyn Ward (minority witness) is Executive Director of the National Public
Safety Telecommunications Council (NPSTC).

3. Brief Overview

¢« The FY 2008 budget request for the Department of Homeland Security’s
Science and Technology Directorate (S&T) is $799.1 million. This is a $90.1
million (9.5 percent) decrease from the FY 2007 enacted funding.

¢ The FY 2008 budget request for the Domestic Nuclear Detection Office
(DNDO) is $569.1 million. This is an $80.9 million (17 percent) increase over
the FY 2007 enacted funding. The bulk of the increase is for research, devel-
opment, operations and systems acquisition.

¢ The S&T Directorate was reorganized into discipline-oriented divisions in
mid-2006. While the FY 2008 budget request clarifies priorities among dis-
ciplines, there remains a question of whether DHS’ R&D portfolio is properly
balanced. The bulk of R&D funding goes towards biological and nuclear detec-
tion research. It is unclear if these priorities are in response to recognized
risks or based on a completed risk assessment.

¢ There is a problematic lack of balance between basic and applied research
and development. DHS dedicates the majority (52 percent) of its R&D funding
to “product transition” (short-term development), while allocating only 11 per-
cent to applied research and 13 percent to basic research. The remainder
funds operational activities. De-emphasizing longer-term basic and applied re-
search may curtail the ability of DHS to react to emerging and future threats.



4. Background

Research and development at the Department of Homeland Security is con-
centrated in the Science and Technology (S&T) Directorate and Domestic Nuclear
Detection Office (DNDO). The S&T Directorate has responsibility for carrying out
or coordinating nearly all federal homeland security related research. DNDO was
separated from S&T in 2005 to specifically coordinate all research, development,
and operations of technology to detect and report unauthorized transportation of nu-
clear and radiological materials.

S&T Directorate Organization

The S&T Directorate was reorganized into six divisions by Under Secretary Jay
Cohen in mid-2006. The discipline-oriented divisions are intended to reflect specific
threats to public safety and critical infrastructure. They include:

¢ Chemical and Biological: detection and mitigation of chemical and biological
weapons threats

« Explosives: detection of and response to conventional (non-nuclear) explosives
¢ Human Factors: social science research to improve detection, analysis, and

understanding of threats posed by individuals as well as how communities re-
spond to disasters

¢ Infrastructure and Geophysical: identifies and mitigates threats to critical in-
frastructure

¢ Border and Maritime: develops technologies for surveillance and monitoring
of land and maritime borders

¢« Command, Control, and Inter-operability: research and development support
for inter-operable communications and cyber security

In addition to the six independent divisions, three offices coordinate the Direc-
torate’s R&D activities with extramural researchers and technology customers (typi-
cally other Directorates of DHS) and facilitate technology transfer. As part of the
extramural research portfolio, the S&T Directorate funds the University Centers of
Excellence program, which supports research across a broad variety of homeland se-
curity-related topics at university-based centers across the country.

DNDO Organization

DNDO was created to coordinate federal efforts to detect and respond to unau-
thorized transportation of nuclear or radiological materials into and within the
United States. DNDO, which reports directly to the Secretary of Homeland Security,
was transferred from the S&T Directorate in 2005. DNDO is responsible for coordi-
nation of federal agency efforts at DHS, the Department of Defense (DOD), the De-
partment of Energy (DOE), the Federal Bureau of Investigations (FBI), the Nuclear
Regulatory Commission (NRC), and the State Department to prevent the transport
of nuclear and radiological materials across U.S. borders. It also works with inter-
national partners on detection and interdiction activities.

DNDO is responsible for research, development, testing and evaluation of detec-
tion technologies; acquisition of detection technologies; threat assessments; and
technical support and training for State, local, and Federal Government partners
and first responders. In 2006, DNDO completed a catalog of currently deployed glob-
al nuclear detection assets and an assessment of current detection capabilities, in-
cluding an analysis of capability gaps across federal agencies.

5. FY 2008 Budget Request

S&T Directorate

In FY 2008, requested funding for the Science and Technology Directorate is cut
by $174M or 17.8 percent to $799.1 million. (TABLE 1) As in previous years, the
request is strongly weighted towards biological and chemical countermeasures re-
search. This division represents 29 percent of the overall Directorate budget. Other
priorities include research into explosives detection and mitigation, which rep-
resents eight percent of the overall budget; and command, control, and inter-oper-
ability, which also represents eight percent.



TABLE 1: Department of Homeland Security Sci and Technology Directorate Budget
dollars in millions
FY 2006 Enacted T FY 2008 $ change/ FY
Budget category ' FY 2007 Enacted Req 2007-08 Percent of total
Management and
Admini; ion 86.3 1358 1426 +7.6 17.8
Border and
Maritime 43.3 334 25.9 -7.5 32
Chemical and
Biological 387.0 3135 2289 -84.6 28.6

Command, Control,
and Interoperability

__{(c2n 108.1 62.6 63.6 +0.99 8.0
Explosives 261.5 105.2 63.7 -41.5 8.0
Human Factors 6.4 6.8 126 +5.8 1.6
Infrastructure and
Geophysical 86.1 748 24.0 -50.8 3.0
Innovation 0 38.0 399 +21.9 7.5
Laboratory
Facilities 83.2 105.6 88.8 -16.8 11.1
Test, Evaluation,
and Standards 34.6 254 258 +0.09 32
Transition 19.2 24.0 247 +0.7 3.1
University
Programs 62.4 48.6 38.7 -9.9 4.8
TOTAL 1487.0° 973.1 799.1 -174.0 100

Uincluding 1 percent recission,
2 Includes funding for Domestic Nuclear Detection Office (DNDO) which received separate appropriations in FY 2007,
{Source: Department of Homeland Security FY 2008 Budget Request}

The S&T Directorate also categorizes its research by timeline, defining “product
transition” as short-term (0-3 years) development; innovative capabilities as mid-
term (2-5 years) high-risk, high-payoff applied research; and “basic research” as
long-term (>8 years), high-risk fundamental science. The remainder of the portfolio,
including testing and standards, laboratory operations, and policy work is classified
as “other.” The FY 2008 budget strongly favors short-term development (TABLE 2),
with just over 10 percent of funding dedicated to basic research. The balance of re-
search funding is overseen by the Office of the Director of Research, which is also
responsible for integrating internal and external basic research into DHS missions
and S&T Directorate divisions.

TABLE 2: S&T Directorate Short and Long Term Research by Division
Percentage of overall division budget
Basic Innovative | Transition Other Basic Innovative | Transition Other
Division (FY 07) (FY 07) (FY 07) (FY 07) | (FY 08) (FY 08) (FY 08) (FY 08)
Borders and

Maritime 6% 18% 71% 4% 5% 36% 57% 3%
Chemical and

Biological 9% 3% 56% 32% 9% 4% 2% 15%

Command,

Control and
Inter-

operability 11% 5% 60% 24% 12% 5% 2% 1%
Explosives 11% 5% 48% 36% 14% 11% 7% %
Infrastructure
and
Geophysical 18% 18% 31% 34% 26% 38% 22% 14%
Human
Factors 41% 40% 4% 14% 33% 36% 20% 11%

(Source: Department of Homeland Security)

Within the S&T Directorate, the Administration requests reduced funding for
nearly every division, with the only increases going to the relatively small Human
Factors division and a nearly flat budget for the Command, Control, and Inter-oper-
ability division. Additionally, funding is cut significantly for University programs.
A summary of some the major division and office budgets follows:

Innovation

A significant funding increase is provided to the Office of Innovation, which man-
ages the Homeland Security Advanced Research Projects Agency (HSARPA) grant
program. However, the funding increase will mainly support advanced technology
development and demonstrations and does not provide funding for the basic and ap-
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plied research priorities included in HSARPA’s mandate. Additionally, $7.5 million
of the total $59.9 million is budgeted for the Scalable Composite Vessel Prototype,
a project to develop an improved hull for Coast Guard skippers.

Chemical and Biological

Funding for R&D in this division stayed flat, but $84.1M in funding was trans-
ferred to the new Office of Health Affairs for the operational (non-R&D) components
of three programs (BioWatch, the Biological Warning and Incident Characterization
(BWIC) system, and the Rapidly Deployable Chemical Detection System) which
monitor for releases of biological or chemical weapons. The remaining budget will
support R&D for the next generation of BioWatch, which is a monitoring program
for detecting release of biohazards. This division represents by far the largest budg-
et priority in the S&T Directorate.

Command, Control, and Inter-operability (C2I)

Funding for C2I stayed relatively flat from FY 2007, but follows a 41 percent re-
duction from FY 2006. This division covers research into cyber security, communica-
tions inter-operability, surveillance and investigative technologies, and threat as-
sessment. In FY 2007, funding was cut for the emergent and prototypical tech-
nologies and rapid prototyping portfolios in this division, which limited the DHS’
ability to address threats outside the existing divisions, perform basic research to
identify vulnerabilities and countermeasures, and quickly address DHS-specific re-
quirements for technologies.

Explosives

Funding for the explosives portfolio is reduced by $41.5 million or 40 percent from
FY 2007 to $63.7 million. A portion of this reduction in funding is a result of the
completion of the Counter-MANPADS program, which developed an airplane based
defense against shoulder-fired missiles. If the Counter-MANPADS program is not
considered in the budget calculation, the total funding for explosives counter-
measures is decreased from $86.6M to $63.7M, a reduction of $22.9 million or 26.4
percent.

Testing, Evaluation, and Standards

The requested funding for this division is $25.5 million, which is relatively flat
compared to FY 2007. This division is responsible for activities that include coordi-
nating the development of metrics for equipment performance and certification, pro-
tocols for testing and training, and evaluation of equipment.

University Programs
Funding for University Programs is reduced by $9.9 million (20 percent) from FY
2007 to $38.7 million. The S&T Directorate plans to establish four new University
Centers of Excellence—in spite of the reduced funding—and improve the capabilities
of Minority Serving Institutions (MSIs) to conduct research in homeland security re-
lated areas and incorporate MSIs into the University Centers program.

DNDO

In FY 2008, the Administration requests $561.9 million for DNDO (TABLE 3).
This request increases total funding for the Office by $80.9 million or 17 percent.
The budget is increased for every component of DNDO, with the bulk of the increase
going towards Research, Development, and Operations and Systems Acquisition.

TABLE 3: Department of Homeland Security D tic Nuclear Detection Office Budget
doflars in millions

$ change/ FY 2007-
Budget Category FY 2006 enacted FY 2007 enacted FY 2008 request 08
Management and
Administration 2.5 30.5 340 +3.5
Research,
Development, and
Operations 189.8 272.5 319.9 +47.4
Systems Acquisition 1250 178.0 208.0 +30.0
TOTAL 3174 481.0 561.9 +80.9

(Source: Department of Homeland Security FY 2008 Budget Request)

A summary of the major categories follows:



Management and Administration

The $3.5 million increase for Management and Administration provides reim-
bursement to other federal agencies providing staff members to DNDO as detailees
and goes toward creating additional full-time positions. Many of these staff support
research, development, and operations activities and aviation and maritime security
activities. A larger full-time, non-detailee staff will improve DNDO’s ability to con-
duct testing and evaluation and support improved acquisition protocols that will re-
sult in use of better detection technology.

Research, Development, and Operations (RD&O)

Research, development, and operations (RD&O) activities within DNDO include
engineering and architecture for detection systems, high-risk transformational R&D,
technology assessments, operations support for government partners, and the Na-
tional Technical Nuclear Forensics Center. Together, these components aim to sup-
port a seamless system of nuclear detection from basic research through technology
development and implementation. The requested funding increase of $47.4 million
or 17 percent will go primarily to transformational research and development (up
$22.9 million or 30 percent).

Within the transformational R&D portfolio, the FY 2008 priority will be the initi-
ation of several Advanced Technology Demonstrations (ATDs). For example, one of
the ATDs will focus on radioactive material detection in various transit systems
such as ship or airplane transit. Other priorities will be port security, training for
State and local law enforcement, and assessing hand-held detection technologies.

Systems Acquisition

The budget request for systems acquisition activities of $208 million includes
funding for deploying radiation monitors at ports of entry and the Securing the Cit-
ies Initiative, which is a program to deploy nuclear detection equipment at
entryways into a city, including ports, highways, and airports. New York City was
the pilot city in 2006, and the Administration requests funding in FY 2008 to ex-
pand the program. The requested $30 million (17 percent) increase in funding for
Systems Acquisition will go entirely toward this second phase of the Securing the
Cities Initiative.

6. Issues and Concerns

How does the Department of Homeland Security use risk assessments to
determine R&D priorities? The budget request for R&D at DHS raises a number
of concerns, some of which are ongoing from the inception of the Department. The
Department’s mission is to reduce the vulnerability of the United States to—and
mitigate the effects of—threats, both manmade and natural, but the overall jus-
tification of the DHS R&D portfolio makes no indication that there was any threat
used to inform how research areas were prioritized. The S&T Directorate plans to
issue a five-year strategic plan in April 2007 that will include some input from the
Homeland Security Institute, a policy advisory board, on risk. The lack of invest-
ment in risk assessment is wasteful at best and potentially dangerous, as there is
no basis for prioritizing unexpectedly urgent threats. In one example cited by the
Under Secretary, following the liquid explosives threat to airplanes in August 2006,
it took the S&T Directorate two months to set up a research program to evaluate
the risks of and countermeasures against liquid explosives. This delay hampered the
ability of the Transportation Security Administration (TSA) to develop guidelines for
tradlllspolrting liquids on planes, causing countless delays and problems for travelers
and airlines.

Is the balance between short- and long-term research at DHS appropriate?
What criteria does DHS use to determine the balance between long- and
short-term research? While the requested funding for basic research within DHS
S&T has more than doubled from FY 2007 to approximately 13 percent in FY 2008,
the Department’s R&D portfolio remains strongly weighted towards end-stage tech-
nology development with funding for basic research well below the Under Sec-
retary’s goal of 20 percent of all research dollars. Likewise, DNDO does not give
adequate priority to basic research, requesting $100 million for transformational
R&D but only directing 11 percent ($11.1 million) of that funding to basic research.
The remainder funds technology development.

The large proposed cuts to the University Centers of Excellence program further
reduce investment in basic research. Funding for emergent and prototypical tech-
nologies, cut significantly in FY 2007, also remains low. Emphasizing short-term re-
search makes the Department significantly less agile and responsive, locking it into
a single technological response to emerging and future threats.
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How do DHS R&D priorities reflect the needs of customers, including other
Directorates within DHS, interagency partners, and State and local govern-
ments? Under Secretary Cohen has said that the research priorities of the S&T Di-
rectorate should directly serve “customers”—defined as users of DHS’ research re-
sults and developed technologies. To that effect, the Under Secretary established
“integrated product teams” comprised of officials from other DHS components who
advise the S&T Directorate on their technology needs, thus informing specific re-
search priorities. While these interdisciplinary teams are a step in the right direc-
tion, the Department needs a much stronger focus on integrating the opinions of
interagency and outside partners. At least 10 agencies, including the National Insti-
tute of Standards and Technology (NIST), the National Science Foundation (NSF),
the Department of Transportation (DOT) and others perform homeland security-re-
lated R&D. However, there is no formal mechanism for leveraging the R&D work
of other agencies within DHS. Both the S&T Directorate and DNDO have been criti-
cized for ignoring the work and advice of other federal agencies. Similarly, State and
local officials, including first responders, have complained that DHS is not respon-
sive to their requests and recommendations related to technology development. The
Department must development a formal mechanism for responding to the final
users of the R&D it supports.
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Chairman Wu. I would like to call the Subcommittee to order.
We want to welcome everyone to this morning’s hearing on the fis-
cal year 2008 Research and Development budget for the Depart-
ment of Homeland Security. I want to offer a special welcome to
Under Secretary Jay Cohen, who joined the Department of Home-
land Security’s Science and Technology Directorate in August,
2006. Your reputation as a problem-solver precedes you from the
Office of Naval Research.

I also want to welcome our other witnesses, who represent a val-
uable pool of expertise across Homeland Security related topics.
Mr. Vayl Oxford is the Director of the Domestic Nuclear Detection
Office at the Department of Homeland Security. Prior to his ap-
pointment at DNDO, Mr. Oxford served as the Director for Counter
Proliferation at the National Security Council.

Dr. Gerald Epstein is a senior fellow for Science and Security for
Homeland Security at the Center for Strategic and International
Studies. He has served at the Institute for Defense Analysis and
with the White House Office of Science and Technology Policy.

Mr. Jonah Czerwinski is a senior fellow for Homeland Security
with IBM’s Global Leadership Initiative. He is also a senior advisor
for Homeland Security projects at the Center for the Study of the
Presidency.

Ms. Marilyn Ward is the Executive Director of the National Pub-
lic Safety Telecommunications Council; Representative Gingrey will
tell us a little more about her background in a moment.

We look forward to hearing your thoughts on how to support a
world class R&D enterprise at the Department of Homeland Secu-
rity that keeps our communities safe.

When the Science Committee helped write the legislation author-
izing the R&D Programs at DHS, we envisioned an organization
that would support the Science and Technology needs of people on
the front lines of domestic security; from first responders to com-
puter security professionals, from medical workers to civil engi-
neers. Frankly, it has been a bit of a rough start. We are familiar
with management problems that have caused a lack of focus on im-
portant R&D priorities and the attrition of some of the best and
brightest minds from the S&T Directorate.

I have also heard some concerns from communities and cities and
users of some of the DHS technology, which feel that DHS R&D
Programs at the S&T Directorate and at DNDO have not been en-
tirely responsive to their needs.

But I do remain hopeful. Under Secretary Cohen has launched
an ambitious new management structure to insure a more cohesive
S&T Directorate. Hopefully the R&D results will flow smoothly
from the earliest research concepts to the most advanced tech-
nology development. Only time will tell.

Under Secretary Cohen has admirably acknowledged the prob-
lems within the S&T Directorate which is the first step in formu-
lating solutions. This committee stands ready to work with all of
you and your staffs to insure that we have a strong and responsive
research operation at DHS.

I am concerned, though, about the lack of a strategic plan based
on risk assessment that should be the basis for research priorities
within DHS. We can fund billions of dollars in research, but if we
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don’t pay attention to the risks we should be addressing, we won’t
have the answers we need when we need them. We can base re-
search on anecdotal impressions of need, but that is not the sci-
entific approach that the American people have a right to expect.

I strongly encourage you to carry out a detailed, systematic, sci-
entific risk assessment soon so that we know whether our invest-
ments are in the right place. Nuclear threats will obviously be a
major part of any threat assessment. I am especially eager to see
signs of close cooperation between the S&T Directorate and the
DNDO. It is imperative that you all take advantage of the com-
plementary efforts of your offices and avoid duplication.

I am committed to working with the Department to insure that
our R&D efforts there are successful in increasing our knowledge
of how to confront catastrophes, whether from human or nature
causes.

I look forward to hearing all of the witnesses’ thoughts on the fis-
cal year 2008 budget request and how that budget supports science
and technology to make our nation safer.

I now want to recognize my colleague and the Ranking Member
from Georgia, Dr. Gingrey, for his opening remarks.

[The prepared statement of Chairman Wu follows:]

PREPARED STATEMENT OF CHAIRMAN DAvID WU

I would like to call the Subcommittee to order.

I want to welcome everyone to this morning’s hearing on the FY08 research and
development budget for the Department of Homeland Security. I want to offer a spe-
cial welcome to Under Secretary Jay Cohen, who joined the Department of Home-
land Security’s Science and Technology Directorate in August 2006. Your reputation
as a problem-solver precedes you from the Office of Naval Research. I also want to
welcome our other witnesses, who represent a valuable pool of expertise across
homeland security-related topics. Mr. Vayl Oxford is the Director of the Domestic
Nuclear Detection Office at the Department of Homeland Security. Prior to his ap-
pointment to DNDO, Mr. Oxford served as the Director for Counter-proliferation at
the National Security Council. Dr. Gerald Epstein is a senior fellow for science and
security in the Homeland Security Program at the Center for Strategic and Inter-
national Studies. He has served at the Institute for Defense Analyses, and with the
White House Office of Science and Technology Policy. Mr. Jonah Czerwinski is a
Senior Fellow for Homeland Security with IBM’s Global Leadership Initiative. He
is also a Senior Advisor for Homeland Security Projects at the Center for the Study
of the Presidency. Ms. Marilyn Ward is the Executive Director of the National Pub-
lic Safety Telecommunications Council. Representative Gingrey will tell us a little
more about her background in a moment.

We look forward to hearing your thoughts on how to support a world-class R&D
enterprise at the Department of Homeland Security that helps keep our commu-
nities safe.

When the Science Committee helped write the legislation authorizing the R&D
programs at DHS, we envisioned an organization that would support the science
and technology needs of people on the front lines of domestic security—from first
responders to computer security professionals, from medical workers to civil engi-
neers. Frankly, it’s been a rough start. We're familiar with management problems
that have caused a lack of focus on important R&D priorities and the attrition of
the best and the brightest minds from the S&T Directorate. I've also heard from
communities and cities which feel that DHS R&D programs at the S&T Directorate
and the Domestic Nuclear Detection Office (DNDO) have not been entirely respon-
sive to their needs.

But I remain hopeful. Under Secretary Cohen has launched an ambitious new
management structure to ensure a more cohesive S&T Directorate. Hopefully, the
R&D results will flow smoothly from the earliest research concepts to the most ad-
vanced technology development. Only time will tell whether the changes Under Sec-
retary Cohen has made will bring about the radical improvements to the S&T Direc-
torate that our nation needs. Under Secretary Cohen has admirably acknowledged
the problems within the S&T Directorate, which is the first step in developing a so-
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lution. This committee stands ready to work with Under Secretary Cohen and all
of his staff to ensure that we have a strong and responsive S&T Directorate.

I am concerned though about the lack of a strategic plan or risk assessment that
should be the basis for research priorities within the Department of Homeland Secu-
rity. We can fund billions of dollars in research, but if we don’t pay attention to the
risks we should be addressing, we won’t have the answers we need when we need
them. We can base research on anecdotal impressions of need, but that is not the
scientific approach that the American people have a right to expect. I strongly en-
courage you to carry out a detailed, scientific risk assessment soon, so that we know
whether our investments are in the right place. Nuclear threats will obviously be
a major part of any threat assessment. I am especially eager to see signs of close
cooperation between the S&T Directorate and Domestic Nuclear Detection Office. It
is imperative that you take advantage of the complementary efforts of your offices
and avoid duplication.

I am committed to working with the Department of Homeland Security to ensure
that R&D investments are successful in increasing our knowledge of how to confront
catastrophes, whether from human or natural causes. I look forward to hearing all
of the witnesses’ thoughts on the FY08 budget request and how that budget sup-
ports science and technology to make our nation safer.

I now want to recognize my colleague and the Ranking Member from Georgia, Dr.
Gingrey, for his opening remarks.

Mr. GINGREY. Mr. Chairman, thank you and in the interest of
full disclosure I want to say that I do know Dan Quayle, and I am
a lot like him. I can’t spell tomato or potato, and I don’t know if
I could give the best impersonation of him like my colleague did of
President Clinton, but if I stumble, forgive me. It is my staff. They
gave me remarks that are written in very small type, and I will
talk to them about that later.

Great to be with my Chairman this morning at this important
hearing. I want to thank him for holding the hearing on science
and technology developments at the Department of Homeland Se-
curity, and also a special thank you to our esteemed panel of wit-
nesses, taking time to dialogue with us about the role that science
and technology is playing in securing our nation.

Mr. Chairman, I strongly believe our nation’s scientific enterprise
remains a critical component of national security. The efforts of the
Science and Technology Directorate and the Domestic Nuclear De-
tection Office contribute to the preparedness of our nation against
terrorism and nuclear disasters. These organizations tap into the
limitless creativity of our nation’s scientists and engineers to bring
cutting-edge technology to those defending our nation, from service-
men and women to border patrol agents and first responders.

I am particularly pleased to welcome Under Secretary Cohen and
Mr. Vayl Oxford to this subcommittee hearing. Gentlemen, your
service to our great nation is greatly appreciated. I very much en-
joyed meeting both of you earlier this week. That was my pleasure,
and I look forward to continuing the conversations we started in
regards to the exciting opportunities that scientific research is pro-
viding to securing our homeland. This committee is committed to
supporting your work and helping you create both a balanced and
innovative research portfolio.

And I would like to take this opportunity to thank Ms. Marilyn
Ward for joining us today to take part in this discussion. Ms.
Ward’s organization, the National Public Safety Telecommuni-
cations Council, includes representatives from many different first
responder communities. Such representatives include the Inter-
national Association of Chiefs of Police, emergency managers, as
well as fire chiefs. Ms. Ward, I look forward to hearing from you
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on how the Department’s research and the development activities
can further support our nation’s first responders.

In particular, your appearance will allow us to examine one high-
ly-influential program in the Science and Technology Directorate,
and that is the Office for Inter-operable Communications, and I
know you will tell us about that. This office has worked for the last
several years with first responders to improve the inter-operability
of communication equipment, and that work continues today in co-
operation with the new Office of Emergency Communications with-
in DHS Preparedness Directorate.

I am eager to not only hear from our witnesses how Science and
Technology efforts save or are yielding immediate benefits to the
defense of our nation but also ways we can improve upon your ef-
forts. The President has requested over $1.3 billion in funding for
the two organizations before us today for this next ’08 fiscal year.
How that funding is allocated across the various programs and
projects in your organization no doubt is a difficult task, consid-
ering the reality of the world that we now live in. Whether the
greatest threat to our country is a radiologic device coming through
our ports or an infectious disease outbreak or a cyber attack on our
nation’s financial infrastructure, the fundamental challenges before
us how to best distribute the limited funding in the face of these
highly-uncertain and varied threats.

In addition to prioritizing these various threats our country now
faces, we must also consider the nature of research performed to
combat them. Do we focus federal spending towards long-term
basic research? What percentage of the funding do we allocate to-
wards incremental improvements to our current capabilities? With
these overarching questions in mind, I look forward to delving
more deeply into the activities of Science and Technology Direc-
torate and the Domestic Nuclear Detection Office.

I once again thank all of the witnesses for taking the time to be
here with us today. I anticipate this hearing will yield a fruitful
and productive conversation. Mr. Chairman, I look forward to hear-
ing from them and continuing to work with you on this very impor-
tant subcommittee, and with that I will yield back to the Chair-
man.

[The prepared statement of Mr. Gingrey follows:]

PREPARED STATEMENT OF REPRESENTATIVE PHIL GINGREY

I first want to thank Chairman Wu for holding this critically important hearing
on the science and technology developments at the Department of Homeland Secu-
rity. Also, a special thank you to our esteemed panel of witnesses for taking time
to dialogue with us about the role science and technology is playing in securing our
nation.

Mr. Chairman, I strongly believe our nation’s scientific enterprise remains a crit-
ical component of homeland security. The efforts of the Science and Technology Di-
rectorate and the Domestic Nuclear Detection Office contribute to the preparedness
of our nation against terrorism and natural disasters. These organizations tap into
the limitless creativity of our nation’s scientists and engineers to bring cutting edge
technology to those defending our nation from servicemen and women to border pa-
trol agents to first responders.

I'm particularly pleased to welcome Admiral Cohen and Mr. Vayl Oxford to this
subcommittee hearing. Gentlemen your service to our great nation is greatly appre-
ciated and I very much enjoyed meeting with you both this week. I look forward
to continuing the conversations we started in regards to the exciting opportunities
scientific research is providing to the securing of our homeland. This committee is
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committed to supporting your work and helping you create both a balanced and in-
novative research portfolio.

I would like to take this opportunity to thank Ms. Marilyn Ward for joining us
today to take part in this discussion. Ms. Ward’s organization, the National Public
Safety Telecommunications Council includes representatives from many different
first responder communities. Such representatives include the International Associa-
tions of Chiefs of Police, emergency managers, as well as fire chiefs. Ms. Ward, I
look forward to hearing from you on how the Department’s research and develop-
ment activities can further support our nation’s first responders. In particular, your
appearance will allow us to examine one highly influential program in the Science
and Technology Directorate, the Office for Inter-operable Communications. This of-
fice has worked for the last several years with first-responders to improve the inter-
operability of communications equipment and that work continues today in coopera-
tion with the new Office of Emergency Communication within the DHS Prepared-
ness Directorate.

I am eager to not only hear from our witnesses how science and technology efforts
are yielding immediate benefits to the defense of our nation, but also ways we can
improve upon these efforts.

The President has requested over $1.3 billion dollars in funding for the two orga-
nizations before us today for fiscal year 2008. How that funding 1s allocated across
the various programs and projects in your organizations, I have no doubt, is a dif-
ficult task considering the reality of the world we now live in. Whether the greatest
threat to our country is a radiological device coming through our ports, or an infec-
tious disease outbreak, or a cyber attack on our nation’s financial infrastructure; the
fundamental challenge before us is how to best distribute limited funding in the face
of these highly uncertain and varied threats.

In addition to prioritizing these various threats our country now faces, we must
also consider the nature of research performed to combat them. Do we focus federal
spending towards long-term, basic research? What percentage of funding do we allo-
cate towards incremental improvements to current capabilities?

With these overarching questions in mind, I look forward to delving more deeply
into the activities of the Science and Technology Directorate and the Domestic Nu-
clear Detection Office. I once again thank all the witnesses for taking the time to
be here today and anticipate this hearing will yield a fruitful and productive con-
versation. Mr. Chairman, I look forward to continuing to work with you on this sub-
committee, and with that I yield back the balance of my time.

Chairman Wu. Thank you, Dr. Gingrey. Other Members who
wish to submit opening statements, the opening statements will be
added to the record.

[The prepared statement of Mr. Mitchell follows:]

PREPARED STATEMENT OF REPRESENTATIVE HARRY E. MITCHELL

Thank you Mr. Chairman.

As you know, we have a problem in Arizona. Our border is broken and the Fed-
eral Government is failing to fix it. The border is porous, and monitoring is inad-
equate. We have deployed systems and technology to help, but not nearly enough
to stem the flow of illegal immigrants, drugs and threats of terrorism.

We should be investing in border-related research and development, but unfortu-
nately, the budget proposal before us today, seeks cuts.

This just doesn’t make any sense. Not for Arizona, and not for our country.

Budgeting is about priorities, and I believe our priorities should be based on solid
risk assessment. Unfortunately, it doesn’t look like today’s proposal does that.

Clearly biological and nuclear threats deserve our attention, but so do University
Centers for Excellence and much of the long-term research and development that
our Federal Government undertakes to protect us from future risks. Not to mention
the border.

I look forward today’s testimony.

I yield back the balance of my time.

Chairman WU. And I now turn to our witnesses. As each of you
all already know, please try to keep your testimony to within ap-
proximately five minutes or so, summarizing your substantial writ-
ten testimony. And after your testimony the Members of the Com-
mittee will have a rotating period of five minutes each to ask ques-
tions. And we will start with Under Secretary Cohen.
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STATEMENT OF MR. JAY M. COHEN, UNDER SECRETARY OF
SCIENCE AND TECHNOLOGY, DEPARTMENT OF HOMELAND
SECURITY

Mr. COHEN. Good morning, Chairman Wu, Congressman
Gingrey, and Congressman Bonner. I can tell you it is a personal
honor to appear before the distinguished Science Committee, and
I have had the opportunity to testify in the past. I note that both
the chairman and the Ranking Member went to medical school, so
you will appreciate I may limit my comments here.

Chairman WU. One of us finished, one of us didn’t. Since his title
is doctor, you can take your guess.

Mr. CoHEN. Well, I won’t venture

Chairman Wu. The one that didn’t finish went on to become a
rich man.

Mr. COHEN. Yes, sir.

Chairman WU. And the other one is struggling.

Mr. CoHEN. I won’t venture to guess who is smarter. And I am
also humbled to be sitting in a panel with such distinguished indi-
viduals as are sitting before you. But I am here to update you on
the progress that the Department of Homeland Security Science
and Technology Directorate has made and discuss the President’s
budget request for fiscal year 2008, and how I believe it will posi-
tion us to develop and transition technology to protect the Nation
from catastrophic events as the Congress and the Administration
wisely envisioned in the 19 pages of enabling legislation for the De-
partment of Homeland Security.

As the Chairman has already indicated, my directorate is com-
mitted to serving our customers. Those are the 22 DHS components
and their customers, the customers of my customers, our heroes,
the first responders, the police, fire, and EMT. But the customers
as customers are greater than that. For the Coast Guard, they are
the guardsmen who sail in harm’s way, for the Border Patrol, the
agents who man the border, and for the TSA, the screeners. They
are the hardworking men and women on the front lines of Home-
land Security, and they appreciate your support, and in prior testi-
mony I commented on Chairman Bennie Thompson’s very kind e-
mail to those many hardworking people, appreciating what they
have done.

I greatly appreciate the support and the leadership of the Con-
gress. Last year you took a very hard and strong decision in Sep-
tember to restore the fiscal year 2007 funding. That has been enor-
mously helpful to me in kick starting the directorate to achieve the
results that we all desire, and I am especially grateful of that in
what I know is a difficult election year. So thank you so much.

And T also want to thank the staff, special staff of the Science
and Technology Committee, but all the staffs of the committees
that I work with who have worked with me, have tried to educate
me, and it is a very professional relationship. And I congratulate
you both on the selection of the new staff for the Science and Tech-
nology Committee.

As you are aware, the focus of my first months on the job have
been laying the foundation to align the directorate for success, and
that was to excel in four key areas, and I shared this with you last
September when I testified previously. It was to get the organiza-
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tion, the people, the books, and the content of the program right.
Those were my four gets. But they were focused on the threats as
you mentioned, Mr. Chairman, and the threats as I defined them
simplistically were bombs, borders, bugs, and business. And bombs,
borders, and bugs we can all feel, we can all sense. They are tan-
gible, but the business is really about the cyber backbone that en-
ables this incredible technology-focused economy that we have. And
if the bad guys that you have mentioned can take that away from
us, we will have as much panic as I believe we would from a nu-
clear device.

I believe the record will show that we made good progress in my
first six months on the job in all of these areas and just to give a
quick highlight, we have, in fact, with the approval of the Congress
and Secretary Chertoff in the first month realigned the directorate.
I have a strong leadership team in place where all the key posi-
tions are filled. We have welcomed over 20 new highly-qualified sci-
entists and engineers, subject-matter experts, and professionals
into the directorate, and four Government Service personnel who
left the directorate last spring have asked to come back and are
now back on board, and welcome them and the continuity that they
bring.

I am basically two-thirds manned of where I need to be by the
end of this fiscal year and we are making very good progress. I
have no shortage of volunteers. Even some who want to work pro
bono I am trying to figure out how I do that.

The six technical divisions are all led by veteran S&T members.
My three research investment portfolio directors for research, basic
research, transition, and innovation, my high risk, provide the
crosscutting coordination amongst those six divisions so I don’t end
up with stovepipes.

And finally, those divisions are focused on what I believe you
have mandated and the public expects are the high priority issues
of explosives, things that go bang, of the nuclear radiological, that
is Mr. Oxford, but we work closely together, chem bio, half of my
budget, and it is a threat which I believe the other witnesses will
indicate is as significant as the nuclear radiological threat in to-
day’s world. Command, control, and inter-operability, and I know
you will ask more about that. Borders and maritime. I initially
thought about that as two divisions, but our borders on the west
coast are sea on the north land, sea on the southeastern land and
the southwest, 48,000 border patrol, 40,000 Coast Guardsman. The
synergies there are impressive. It is one division, but the comment
of the Coast Guard has detailed an active duty Coast Guard cap-
tain to be my deputy director so we are seamless. And at the end
of the day the more we can do to remove seams, the safer we will
be against a terrorist.

We have established a division of human factors. Dow Chemical
has a wonderful commercial today about the human element. It is
hostile intent, the psychology of terrorism. These may be the light
sciences, but they are critically important if we are going to defend
the country. I came on board on the 10th of August. That was the
day of the liquid explosives plot in England. The Brits did it right.
They got the bomber. You get the bomber, you don’t have to worry
about the bomb, but regrettably, there may always be leakage, so
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we do worry about the bomb. But human factors, like command,
control, and inter-operability, crosscut.

And finally, infrastructure protection and geophysical sciences. I
am responsible, as you have noted, for all hazards, not just man-
made. And so tsunamis, hurricanes, fire, flooding, earthquakes, we
have got to do a better job of protecting against those.

Now, there is much more I could say, but I will reserve that for
the question and answer period. I did want to note a statement
that I have been making. Chairman Wu, I know I finally arrived
because I am in a blog now, last Friday, when I said that we are
in crisis in science and technology. In the middle schools, kids are
turning away from math and science. You know this better than
I do. And Congressman Bonner, I was so pleased to see Governor
Riley’s State of State Address, where he devoted nearly half of his
message, and we are seeing that in so many states; Kentucky, and
there were hearings yesterday on the Hill. But we are in crisis, and
if we don’t get the kids to take the hard subjects of science and
math, we will not enjoy the economic society, the technological
dominance that we have enjoyed for so long. And so I compared it
to the Play Station society or the Play Station generation, and
some people viewed that as derogatory, but I stand by those re-
marks. And we want instant gratification, but science and tech-
nology require much more.

So we are moving forward on Centers of Excellence. We currently
have seven. We are realigning them to be in line with my divisions.
We have broad agency announcements out for an additional four to
meet the needs that we weren’t meeting, and I am allotting my
very robust thanks to you, Scholarship and Fellowship Program, to
those Centers of Excellence, which currently include over 80 uni-
versities and colleges in the states but shortly will include more
than 100. This is exciting. The S&T Directorate appreciates the
many demands on the taxpayers’ precious dollars. We are com-
mitted to being wise stewards of those public monies that you have
and will entrust to us. I appreciate the Science and Technology
Committee’s support. I welcome your oversight, and I will be happy
to take your questions. Thank you so much.

[The prepared statement of Mr. Cohen follows:]

PREPARED STATEMENT OF JAY M. COHEN

INTRODUCTION

Good Morning Chairman Wu, Ranking Member Gingrey, and distinguished Mem-
bers of the Subcommittee. It is an honor to appear before you today to update you
on the progress of the Department of Homeland Security’s (DHS) realigned Science
and Technology Directorate (S&T Directorate) and discuss how the Directorate’s pri-
orities in the President’s Budget Request for Fiscal Year 2008 will position us to
develop and transition technology to protect the Nation from catastrophic events.

The S&T Directorate is committed to serving our customers, the components that
comprise the Department of Homeland Security—and their customers—the hard-
working men and women on the front lines of homeland security, especially the first
responders, who need ready access to technology and information to perform their
jobs more efficiently and safely. I am honored and privileged to serve with the tal-
ented scientists, engineers and other professionals who support these dedicated
Americans in our shared mission to secure our homeland and defend our freedoms.

First and foremost, I am very appreciative of the leadership of the Congress in
its support of the S&T Directorate, and of me personally, as I assumed the role of
Under Secretary for Science and Technology last August. The informed counsel of
Committee Members with homeland security oversight, and that of their staffs, has
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been invaluable to my efforts to position the S&T Directorate for accountability, tan-
gible results and success, both for today and in the future.

Also, thank you for your vote of confidence in the Directorate, evidenced by the
decision to appropriate $848 million in FY 2007. This has been enormously helpful
in my efforts to better align people with our mission to develop a robust science and
technology capability to protect the Nation as Congress envisioned in the enabling
legislation for the Department. We look forward to working with the 110th Congress
in a bipartisan and non-partisan manner to use science to better secure the Nation.

I am also grateful for the leadership of the President and Homeland Security Sec-
retary Michael Chertoff and for the vision and guidance that the Secretary and Dep-
uty Secretary Michael Jackson have contributed to the realignment process.

THE FIRST 180 DAYS—ALIGNED AND OPEN FOR BUSINESS

My first six months on the job have been focused on laying the foundation in orga-
nization, people, and processes to enable the Directorate to skillfully apply the re-
sources you have wisely provided in ways that best serve the American people and
better secure our homeland. I am pleased to report that we are “open for business,”
and your support of the President’s FY 2008 Budget Request will allow us to build
upon that momentum.

As T've said on many occasions, the S&T Directorate must excel in four key areas
if we are to accomplish these goals: We must get the organization, the people, the
books, and the program content right. These four “gets” are the cornerstones of the
realignment effort and we’ve made significant progress in each of these areas. In
addition to the four gets, the four Bs—bombs, borders, bugs and business—provide
the thematic approach to help keep us focused on the priority areas for the S&T
Directorate.

I have realigned the S&T Directorate to help it fulfill its potential of becoming
the customer-focused, output-oriented, science and technology management organi-
zation that Congress intended it to be and the Nation deserves. I thank Congress
for its support of the new organizational structure that, in turn, is supportive of a
broad and balanced range of activities that are aimed at identifying, enabling and
transitioning new capabilities to our customers to better protect the Nation. We
have organized our program management into six technical divisions that are led
by veteran S&T Directorate staff members and linked to three research and devel-
opment investment portfolio directors in a “matrix management” structure. The
technical divisions are focused on enduring homeland security disciplines of Explo-
sives; Chemical and Biological; Command, Control & Inter-operability; Borders and
Maritime Security; Human Factors; and Infrastructure Protection and Geophysical
Sciences. The effort to combat the threat posed by nuclear or radiological weapons
is primarily led by the Domestic Nuclear Detection Office. The portfolio directors—
Director of Research, Director of Transition, and Director of Innovation/Homeland
Security Advanced Research Projects Agency (HSARPA)—provide cross-cutting co-
ordination of their respective aspects of the investment strategy within the technical
divisions.
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I am pleased to report that today the S&T Directorate has a strong leadership
team in place with all key positions filled. Since August, we have also welcomed 20
new highly qualified subject matter experts and professionals to the S&T Direc-
torate, including three former DHS S&T employees who had previously left the Di-
rectorate and who have returned. Overall, we are 66 percent staffed and plan to
have 100 percent of staff in place by the end of 2007.

I have made significant strides in “getting the books right” by holding the S&T
Directorate to a high standard of fiscal responsibility. Toward this end, I have estab-
lished an Office of Strategy, Policy & Budget Division led by the S&T Chief Finan-
cial Officer that has put in place the systems and protocols that will enable the S&T
Directorate to be fully responsive and transparent in the budget development proc-
ess and in the sound fiscal management of S&T appropriations. This new office is
enhancing the efficiency of S&T operations by integrating related functions of policy,
planning, programming, budgeting and execution. Centralizing financial oversight
has enabled the S&T Directorate to implement corrective actions to address finan-
cial management deficiencies and accelerate the distribution of funds to DHS Lab-
oratories, Department of Energy (DOE) National Laboratories, private industry and
academia. As a result, the S&T Directorate has committed approximately 50 percent
of its FY 2007 budget compared to six percent at the same time last year, signifi-
cantly accelerating the distribution of funds to DHS Labs, DOE Labs, industry and
academia, which will result in accelerated technology development and delivery to
keep our nation safer.

In other developments, I have added a director of Special Programs to work in
select, mission-critical areas. And a new director of Test & Evaluation and Stand-
ards 1s building upon the S&T Directorate’s previous work in homeland security
standards and adding test and evaluation capabilities to advance this effort and
draw greater industry participation in developing new technologies for homeland se-
curity applications throughout DHS. We have also established a Corporate Commu-
nications Office to inform and engage our customers and their customers in the S&T
Directorate’s broad investment portfolios.

I also know that we must look beyond our Department, indeed beyond our na-
tion’s borders, for solutions in combating domestic terrorism. Therefore, consistent
with DHS enabling legislation, I have established Interagency and International
Program Offices responsible for, respectively, coordinating with other Executive
Branch agencies to reduce duplication and identify unmet needs, and coordinating
our international outreach efforts to help us tap into science and technology commu-
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nities across the globe for solutions to counter domestic terrorism. Embedded S&T
Directorate liaisons in Europe, the Americas and Pacific/Asia are casting a wide
global net to identify the most viable homeland security solutions and their pro-
viders. This office will allow S&T to benefit from and leverage off of the efforts of
our allies in the War on Terror.

I have developed mechanisms in three areas to better coordinate the scientific re-
search and technical development activities of the S&T Directorate with those of
other federal Agencies.

First, our overarching policy is to leverage research and development efforts
across the Federal Government to benefit our DHS customers as well as first re-
sponders. Our preference is to avoid replicating efforts underway by other federal
agencies in favor of coordinating and collaborating with our federal counterparts in
research areas of mutual interest and benefit. The Homeland Security Act of 2002
provides me with specific authorities in this regard.

The second coordinating mechanism is aimed at better positioning the Directorate
to increase our awareness of, and the opportunities to participate in or otherwise
benefit from, other federal research, development, test and evaluation (RDT&E) ef-
forts that are relevant to our mission. The new directors for Interagency Coordina-
tion and Special Programs report directly to me regarding their progress in this
area.

The third mechanism for coordinating research and development (R&D) is
through specific agreements and relationships. For example, in December of 2006,
the Department of Defense (Homeland Defense), the Department of Justice, and
DHS S&T signed a Memorandum of Agreement (MOA) to promote closer coordina-
tion and collaboration of our R&D and technology transfer efforts. The S&T Direc-
torate is also actively engaged in various committees, subcommittees, and working
groups of the National Science and Technology Council. In recent months, we have
developed a closer working relationship with U.S. Northern Command, U.S. Joint
Forces Command, the Technology Support Working Group, the National Guard Bu-
reau, and the Joint IED Defeat Organization regarding research and development
initiatives, defining their inter-operability requirements through established De-
fense Department, Joint, and military service-based processes as appropriate. In ad-
dition, S&T has established a pilot program and assigned a liaison official to the
California Governor’s Office of Homeland Security in Sacramento in an effort to rec-
ognize and address coordination and inter-operability issues early on.

Last December, we saw the “physical manifestation” of our restructuring plan
spring to life with the relocation of 340 of our staff members within the Directorate.
Staff are now physically co-located within their new organizational alignments. At
the same time, I issued the first S&T Organization and Requirements Manual
(STORM) that defines functions, duties and responsibilities for the administration
and management of the Directorate. The STORM tells our customers who we are
and how we function so they may better understand the capabilities we can bring
to bear in support of their protective missions.

Throughout this process, it was very important to me personally that S&T staff
be kept informed of our plans for the realignment and that they have a forum for
asking questions and expressing their views and concerns. Since last August, I have
held four “All Hands” meetings at regular intervals to brief all S&T staff, including
teleconference links with staff in other locations such as the Transportation Security
Laboratory in Atlantic City, Plum Island Animal Disease Center, and the Environ-
mental Measurements Laboratory in New York City. These meetings also allow me
to recognize the achievements of staff members, to answer questions and solicit
input, and, most importantly, express my gratitude for their excellent work and for
all the cooperation, support and patience they have exhibited during this transi-
tional period.

During the first six months of my tenure as Under Secretary for Science and
Technology, I have focused on building the organization, team and processes that
are necessary for any science and technology management organization to succeed.
While our effort to completely institutionalize these changes continue, we now have
a foundation in place that allows us to focus on delivering products to our customers
as we execute our FY 2007 appropriation. The S&T Directorate is striving to be ef-
fective, cost-efficient, responsive, agile and flexible, and with your support of the
President’s FY 2008 Budget Request we will build on our current momentum.

CUSTOMER/OUTPUT FOCUSED

The S&T Directorate functions as the science and technology manager within the
Department. We invest in science and technology that supports DHS components in
their efforts to protect our homeland against catastrophic events—technology that
makes the Nation safer. In the last six months, we have established meaningful
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working relationships with our DHS operational component customers. As they ap-
pear before you this year, I encourage you to ask them about the ways that S&T
is addressing their operational needs. Thanks to the support of the Congress and
the leadership of the Department, we are gaining significant momentum, and I
humbly ask for your continued trust and support so that we can build on those ef-
forts.

The S&T Directorate develops and manages an integrated program of science and
technology, from basic research through technology transition to customers that are
the operating components of DHS, State, local and tribal governments, first re-
sponders and private sector entities. The managers of this program are predomi-
nantly active scientists and engineers in the many disciplines relevant to Homeland
Security. They are guided by a multi-tiered investment strategy and review process
based on higher guidance, the stated needs of our customers, and technology oppor-
tunities.

S&T’s three R&D portfolios support a broad range of program activities across the
Directorate. The President’s FY 2008 Budget Request includes $86 million for the
basic research portfolio which addresses the long-term R&D needs for the Depart-
ment in sciences of enduring relevance to Homeland Security. The transition port-
folio, designed to provide mission-capability relevant technology in support of the
Department’s acquisition programs, is driven by customer needs through a DHS
customer-led IPT process. The President has requested $343 million in FY 2008 for
this effort. The Director of HSARPA administers the $73 million innovation portfolio
(including the Small Business Innovation Research program) to promote revolu-
tionary changes in technologies with a focus on prototyping and deploying tech-
nologies critical to homeland security. This portfolio, balanced around risk, cost, im-
pact and time to delivery, produces capabilities of high technical quality responsive
to homeland security requirements.

Product Transition (0-3 yrs)

« Focused on delivering near-term
products/fenhancements to acquisition

= Customer IPT controlied

= Cost, schedule, capability metrics

Innovative Capabilities (2-5 yrs)
= High-risk/High payoff

« “Game changer/Leap ahead”

« Prototype, Test and Deploy

« HSARPA

Basic Research (>8 yrs)
- Enables future paradigm changes
« University fundamental research

= Gov't lab discovery and invention

Other (0-8+ years)
= Test & Evaluation and Standards
» Laboratory Operations & Construction

= Management & Administration

DHS Science & Technology Investment Portfolio

Basic Research (> 8 years)

The S&T Directorate’s basic research portfolio addresses long-term research and
development needs in support of DHS mission areas that will provide the Nation
with an enduring capability in homeland security. This type of focused, protracted
research investment has the potential to lead to paradigm shifts in the Nation’s
homeland security capabilities.

The S&T Directorate’s basic research program enables fundamental research at
our universities, government laboratories and in the private sector. Approximately
$95 million is allocated for basic research in FY 2007 and $86 million or 13 percent
of S&T’s RDT&E budget, is allocated in FY 2008. Eventually, I would like up to
20 percent of the S&T Directorate budget allocated for basic research. It is critical
that basic research be funded at consistent levels from year to year to ensure a con-
tinuity of effort from the research community in critical areas that will seed home-
land security science and technology for the next generation of Americans and pre-
vent technological surprise.
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Product Transition (0 to 3 years)

The centerpiece of the S&T Directorate’s product transition portfolio are Capstone
Integrated Product Teams (IPT) that function in mission-critical areas to identify
our customers’ needs and enable and transition near-term capabilities for address-
ing them. These Capstone IPTs engage DHS customers, acquisition partners, S&T
technical division heads, and end-users as appropriate in our product research, de-
velopment, transition and acquisition activities.

The IPT process enables our customers to identify and prioritize their operational
capability gaps and requirements and make informed decisions about technology in-
vestments. The S&T Directorate, in turn, gathers the information it needs to re-
spond with applicable technology solutions for closing these capability gaps. The
science and technology solutions that are the outcome of this process, referred to as
Enabling Homeland Capabilities, draw upon technologies that can be developed, ma-
tured, and delivered to our customer acquisition programs within three years.

Capstone IPTs have been established in 10 major areas: Information Sharing/
Management; Cyber Security; People Screening; Border Security; Chemical/Biologi-
cal Defense; Maritime Security; Explosive Prevention; Cargo Security; Infrastruc-
ture Protection; and Incident Management (includes first responder inter-oper-
ability).

Homeland Security Capability [PTs

Custarmen

DHS Managameni
LA GEsilan)

4T Provider

End User

E Homeland
W Sty
A Siresbure and Sinkelolders: |I||:‘il'lﬁ Produen Teams




22

YHS Requirements/Capability Capstone [PTs
DHE BAT Preduet — “Enabling Homedsnd Capabilities™ (EHCs)
inlwrrair Sacaggr Barow SenEmy (SR R
ik —-_y [
S i Risiinsin PP —
oaETRar e ot |
M ke Bremiy = g Rarawy !-.;..-\.:.ql:._u-...- B [ e wTy
= 15 L} Sielam -
e 00O e 0000 Y o W ey pema
i & BLEm . et L e " JI'I-'\—.P-".\._---__JQ.-‘,—.
(s T e L JL—— W - " o
"t e at \."._r
- e Pl C—
Pemdr Torrreny inveran Preesan [Ty Ty
SEOCE ¥ TR, ] ey
i
— - i . )
T .| r A
& -] - ] LY & Caberpren
[ r" s ]
b oy gk ol
LT [ e Fom Famgeaaany

The S&T Directorate’s product transition/IPT process ensures that appropriate
technologies are engineered and integrated into the DHS acquisition system for our
customers. The $343 million allocated for product transition for FY 2008 represents
nearly half of my RDT&E budget.

The IPT process has created an excellent forum for the S&T Directorate to gain
a better understanding of the most important issues of our customer agencies. An-
other tangible benefit of this Capstone IPT process has been improved coordination
in addressing common functional challenges across the Department. This is due in
large measure to the enthusiastic participation of DHS agency heads such as TSA
Administrator Kip Hawley, Secret Service Director Mark Sullivan, and Border Pa-
trol Chief David Aguilar and many other DHS leaders who have all personally
chaired the IPTs relevant to their interests.

In FY 2008, the S&T Directorate plans to transition or transfer four programs
that pre-date the IPT process. These programs have reached technical maturity and
will be transferred to other DHS agencies who will be responsible for their contin-
ued operation. The budget request reflects the transfer to the Office of Health Af-
fairs of the operations portions of BioWatch 1 & 2, the Biological Warning and Inci-
dent Characterization (BWIC) system, and the Rapidly Deployable Chemical Detec-
tion System, totaling $84.1 million. Moving the operations portions of BioWatch out
of S&T allows us to focus on completing the development of BioWatch 3. BioWatch
is a bio-aerosol monitoring system designed to provide cities the earliest possible de-
tection of a biological attack. BWIC interprets warning signals from BioWatch and
public health surveillance data using incident characterization tools (e.g., plume and
epidemiological models) to quickly determine the potential impacts a release may
have. Together, these two systems provide emergency personnel with the informa-
tion they need to respond effectively and initiate life-saving medical counter-
measures. In addition, the FY 2008 budget request reflects the transfer of the non-
R&D component of the SAFECOM program to the National Protection and Pro-
grams Directorate, totaling $5.0 million.

It is important that the S&T Directorate also engage the emergency responder
community and address operational issues to help them do their jobs more quickly,
effectively and safely. S&T’s Technology Clearinghouse and TechSolutions initiatives
provide direct support to emergency responders’ technology needs. The Technology
Clearinghouse, created in accordance with a provision of the Homeland Security Act
of 2002, is designed to be a “one-stop shop” for access to technology information for
federal, State, and local public safety and first responder communities.
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TechSolutions provides a Web-based mechanism for responders to register their
input regarding capability gaps that need to be addressed to help them in their jobs.
S&T responds by identifying existing technology that may meet the need, or if noth-
ing is available, proceeding with the rapid prototyping of an appropriate solution to
be fielded in less than 18 months. S&T also houses the Office for Inter-operability
and Compatibility, which includes some components of the legacy SAFECOM pro-
gram and aims to increase levels of emergency responder inter-operability by devel-
oping tools and methodologies, as well as advancing standards that emergency re-
sponse agencies can put into effect.

Innovative Capabilities (2 to 5 years)

S&T’s Innovation/HSARPA portfolio supports a key goal of mine for the Direc-
torate in its efforts to put advanced capabilities into the hands of our customers as
soon as possible. It has made important inroads in research areas aligned with our
DHS customers. Toward this end, S&T has introduced two important new initia-
tives. One of these, Homeland Innovative Prototypical Solutions (HIPS) is designed
to deliver prototype-level demonstrations of game-changing technologies within two
to five years.

The second initiative, High Impact Technology Solutions (HITS), is designed to
provide proof-of-concept solutions within one to three years that could result in
high-payoff technology breakthroughs. While these projects are very high-risk, they
offer the potential for “leap-ahead” gains in capability should they succeed. While
projects are separately budgeted in “Innovation/HSARPA” (based on moderate to
high risk with a high payoff, if successful), ALL are executed within the six tech-
nical divisions.

The S&T Directorate also continues to manage an active Small Business Innova-
tive Research (SBIR) program on behalf of DHS that currently issues two solicita-
tions each year and generates multiple awards for the small business community.
The first solicitation for FY 2007 opens in mid-February and the second solicitation
is planned for release in May. The solicitations will address topics in areas that are
aligned with the six technical divisions.

The Innovation/HSARPA portfolio is receiving $60 million in FY 2008 funding for
the innovative/leap-ahead HIPS and HITS projects. Because of the short timeline for
HIPS and HITS, we anticipate that these projects will respond to the urgent needs
of the DHS components for solutions to fill capability gaps.

ENABLING U.S. LEADERSHIP IN SCIENCE & TECHNOLOGY

University-Based Centers of Excellence

The S&T Directorate is developing a robust, results-oriented network of Home-
land Security Centers of Excellence (COEs) to leverage the independent thinking
and ground-breaking capabilities of the Nation’s colleges and universities. The
COEs are conducting multi-disciplinary research and education, each focused on an
area critical to homeland security. The Office of University Programs is providing
the communications and infrastructure to produce, share, and transition the Cen-
ters’ research results, data, and technology to customers and end-users.

Currently, seven pre-existing COEs connect experts and researchers at more than
80 colleges and universities, including several Minority Serving Institutions (MSI).
More than 20 partners representing industry, laboratories, think tanks, nonprofit
organizations, and other agencies also participate. University Programs is coordi-
nating COE efforts with other S&T Directorate-sponsored, university-based initia-
tives. Under the new S&T organizational construct, existing COEs are being strate-
gically aligned with at least one S&T division, or to Directorate-wide activities such
as Operations Analysis and the Homeland Security Institute, in a structure that
will best support the Divisions’ fundamental research and development activities
and other requirements.

We are proceeding with plans to establish four additional COEs over the next two
fiscal years to help round-out the Directorate’s need for university-based funda-
mental research. The new COEs will combine the research missions of some existing
COEs and add new research areas under the division-aligned construct to meet
DHS needs. S&T has released Broad Agency Announcements (BAAs) regarding
plans to establish new COEs in the areas of explosives detection, mitigation, and
response; border security and immigration; maritime, island, and extreme/remote
environment security; and natural disasters, coastal infrastructure and emergency
management. The competitive selection process is designed to ensure that institu-
tions of high quality and academic merit participate from as many areas of the
United States as practicable.
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DHS Scholars and Fellows Program

DHS education programs are helping to attract and nurture future scientific lead-
ers for the homeland security workforce and to strengthen the expertise of our exist-
ing labor pool. University Programs is engaging high-performing students through
the DHS Scholars and Fellows program. Increasingly, S&T’s scholarships and fel-
lowships will become aligned to the Centers of Excellence and to the DHS mission.
During this period of transition, we will honor our commitments to all currently par-
ticipating Scholars and Fellows.

The FY 2008 budget requests $38.7 million for S&T’s University Programs, which
i}l)lcludes the Homeland Security Centers of Excellence and the Scholars and Fellows

rogram.

Office of National Laboratories

In carrying out its mission, the S&T Directorate works to develop, sustain, and
renew a coordinated network of DOE National Laboratories, federal laboratories and
University Centers, the infrastructure needed by multi-disciplinary teams of sci-
entists, engineers and academics to discover, develop and transition homeland secu-
rity capabilities to operational end-users.

The FY 2008 budget request includes $88.8 million for the Office for National
Laboratories (ONL), through which the S&T Directorate’s laboratory facilities pro-
grams are executed. ONL provides the Nation with a coordinated, enduring core of
productive science, technology and engineering laboratories, organizations and insti-
tutions, which can supply knowledge and technology required to secure our home-
land. In addition to oversight of laboratory operations in direct support of the De-
partment and its missions, ONL also has the specific responsibility for coordinating
homeland security-related activities and laboratory-directed research conducted
within the DOE National Laboratories.

Industry Participation in DHS Science & Technology

Industry is a valued partner of DHS S&T and its continued participation in devel-
oping solutions for homeland security applications is vital to our effort to safeguard
the Nation. Consistent with S&T’s new structure, our Innovation/HSARPA portfolio
and six technical divisions will be releasing BAAs that seek industry participation
to address specific challenges in their respective areas. For example, Innovation/
HSARPA has already posted BAAs seeking expertise in tunnel detection tech-
nologies, container security (SAFECON program), and a mobile screening laboratory
to support human screening R&D in the field.

Innovation/HSARPA plans to release six additional BAAs shortly to address areas
that include critical infrastructure protection, hostile intent detection and other key
areas. By spring 2007, we intend to issue a BAA for longer-term efforts that cover
our complete innovation topic area portfolio.

No one knows where good ideas come from and for that reason I have been per-
sonally proactive in both seeking out and receiving technology briefs and opportuni-
ties. This is a culture I am working to instill throughout the DHS S&T Directorate.

The Support Anti-terrorism by Fostering Effective Technologies (SAFETY) Act of
2002, administered in the S&T Directorate, is proving to be a valuable tool in ex-
panding the creation, proliferation and use of cutting edge anti-terrorism tech-
nologies throughout the United States. Over the past year we have made significant
improvements in implementing the Act, including a new Rule; a revised, stream-
lined Application Kit; new coverage for emerging technologies that are undergoing
test and evaluation; increased use of pre-application teleconferences between SAFE-
TY Act technology evaluators and applicants to review requirements and answer
questions prior to submitting a full application; and formal procedures to expedite
applications for technologies involved with pending government procurements. The
Office of SAFETY Act Implementation (OSAI) has made significant strides in reduc-
ing application processing time and providing more Qualified Anti-Terrorism Tech-
nologies (QATTSs) that could save lives. Through increased efficiencies and process
improvements, the average time to process SAFETY Act applications has been re-
duced from 233 days in the early days of the program to less than 140 days in FY
2007. As of February 2007, OASI has received 223 full applications and 376 pre-
applications. A total of 137 SAFETY Act awards have been granted—87 applications
have qualified for both Designation and Certification and 50 have received Designa-
tion only. I am mindful of the interest in this program in the Congress and across
the Nation.

As part of our outreach efforts to encourage greater industry participation, the Di-
rectorate is hosting the first Homeland Security Science & Technology Stakeholders
Conference, May 21-24. The conference will inform government, industry and aca-
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demia of the direction, emphasis, and scope of the research investments by the S&T
Directorate, and provide information about business opportunities. The conference
will present the Directorate’s new organization, explain how to do business with the

HS S&T research enterprise, and provide visibility into new and emerging tech-
nologies through an Innovation Gateway Marketplace. I hope you will join us for
this event at the Ronald Reagan Building and International Trade Center.

FY 2008 BUDGET OVERVIEW

Science and Technology Directorate’s budget request of $799.1 million includes
$142.6 million for Management and Administration (M&A) and $656.5 million for
research, development, testing and evaluation. M&A funds federal employees’ sala-
ries, benefits, travel, and other expenses at Headquarters and the S&T laboratories.
This staff maintains oversight of S&T’s extensive day-to-day technical and adminis-
trative operations. M&A also funds business operations, including working capital
fund, and management support. Research, Development, Acquisition and Operations
supports the needs of the operational components of the Department and is cat-
egorized to match the new S&T organization. The basic research, product transition
and innovation R&D activities undertaken by S&T cut across the Directorate and
its divisions and are incorporated into the following projects and programs that are
included in the President’s budget for FY 2008.

* The $25.9 million requested for Borders and Maritime Security will support
technology development for the Secure Border Initiative (SBI), a comprehen-
sive multi-year plan to secure America’s borders. This Division is providing
the tools, processes, and manpower to ensure SBI implementation is effective
and affordable. We are working directly with the SBI program executive office
to provide a transformation strategy for SBI; develop the next generation of
modeling and analysis tools for strategic planning; and provide systems engi-
neering support. The Division will also develop and transition technologies to
industry to reduce risk and support border security programs like SBInet, a
technology acquisition program under the Customs and Border Protection
SBInet Program Management Office.

We are also developing technologies to ensure the integrity of cargo ship-
ments with known origins, and to better target suspicious shipments, and to
enhance the end-to-end security of the supply chain—from the manufacturer
of goods to final delivery. One of the most significant potential terrorist
threats to the Nation is the vast numbers of shipping containers that flow
through our borders each year, most of which enter without physical inspec-
tion. Technologies and processes developed within this area will assure gov-
ernment customs and shippers of the integrity of shipping containers and its
cargo and communicate the container’s status as well as security information.
By employing a system-of-systems approach, this will deliver technological ca-
pabilities to DHS customers and end-users that address supply chain
vulnerabilities. These capabilities are directed toward enhanced physical se-
curity and information management, and bound by a security architecture
which encompasses the world’s supply chain.

* The $228.9 million requested for Chemical and Biological will provide the
basic knowledge, technologies and systems needed to protect against possible
chemical and biological attacks on the Nation’s population, agriculture or in-
frastructure. The greatest emphasis is on those biological attacks that have
the greatest potential for widespread catastrophic damage to the population.
These include—but are not limited to—aerosolized anthrax, and smallpox.

The Division conducts material threat and risk assessments on both naturally
occurring and engineered agents; conducts experiments to close major sci-
entific knowledge gaps that could have a large impact on how the Nation re-
sponds to a biological attack; and provides scientific support to the intel-
ligence community. As such, the primary output is an intelligence-informed,
scientific characterization and prioritization of the bio-terrorist risks to be
used by the Homeland Security Council and partnering agencies (e.g., Depart-
ment of Health and Human Services, Environmental Protection Agency, De-
partment of Agriculture, and the Intelligence Community).

Based on this knowledge, we are developing effective measures for deter-
rence, detection, and mitigation of biological terrorism acts against the U.S.
population, infrastructure, and agricultural system. This includes developing
tools to meet federal, State, and, local emergency responder needs such as
operational models to support Interagency Modeling and Atmospheric Assess-
ment Center (IMAAC).
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The Division is developing next-generation, biological-threat-agent detectors
that recognize the signatures or fingerprints of biological agents. These detec-
tors will be incorporated into the BioWatch system to substantially increase
the system’s capabilities and significantly reduce the response time. Other
significant program activities include developing biological aerosol detection
and sensor systems for monitoring the Nation’s critical infrastructure such as
government buildings, airports, subways, office buildings, shopping malls,
sports arenas, hotels and hospitals. These “detect-to-protect” systems detect
biological agents within minutes (acting as reliable ‘smoke alarms’) to protect
high value facilities and their occupants. Many of the technologies being de-
veloped in this program will be manufactured and used by the private sector.

Chemical countermeasures work enhances the Nation’s capability to antici-
pate, prevent, protect from, respond to and recover from chemical terrorist at-
tacks. The chemical threat spectrum comprises a broad array of chemicals,
to include chemical warfare agents, toxic industrial chemicals, and non-tradi-
tional agents (NTAs). Existing and emerging chemical warfare agents can po-
tentially be used against virtually any civilian target resulting in significant
loss of life and impedance in the use of key infrastructure. Chemical counter-
measures addresses these threats by: enabling comprehensive understanding
and analyses of chemical threats; developing pre-event assessment, discovery,
and interdiction for chemical threats; developing warning, notification, and
timely analysis of chemical attacks; optimizing technology and process for re-
covery from chemical attacks; and enhancing the capability to identify a
chemical attack’s source.

The $63.6 million requested for Command, Control and Inter-operability will
fund programs focused on cyber security; communications, compatibility and
inter-operability; and knowledge management.

Cyber security research, development, testing and evaluation is focused on
improving the security of the existing cyber infrastructure and providing a
foundation for a more secure infrastructure through coordinated efforts with
other government agencies and private industry. Cyber attacks on U.S. infor-
mation networks can have serious consequences such as disrupting critical
operations, causing loss of revenue and intellectual property, or loss of life.
The Division also addresses cyber security requirements from internal De-
partment customers in support of the DHS’s operational missions in critical
infrastructure protection. It also addresses related aspects of national secu-
rity and emergency preparedness telecommunications.

Communications, inter-operability and compatibility programs within Com-
mand, Control and Inter-operability strengthen inter-operable wireless com-
munications, improve effective information sharing, and develop tools to en-
hance overall coordination and planning at all levels of government. Cur-
rently, the Nation’s capacity for inter-operable communications is hindered by
sub-optimized planning and coordination, and the Office for Inter-operability
and Compatibility is working to strengthen and integrate inter-operability
and compatibility.

We are also developing knowledge management tools to reduce the risk of ter-
rorist attacks and to prepare for and respond to natural and man-made disas-
ters. This will provide new capabilities for the DHS Intelligence & Analysis
Directorate and the DHS information enterprise for the integration, manage-
ment, analysis, and dissemination of actionable information. This knowledge
management research provides tools and methods to handle massive amounts
of information that is widely dispersed in a great variety of forms. Being able
to find such information, understand its meaning, and then use it to assess
an actual threat and determine the level of risk before an attack or incident
occurs is the best way to save lives and preserve our way of life.

The $63.7 million requested for Explosives will fund programs focused on the
detection, mitigation, and response to explosives threats such as improvised
explosive devices (IEDs) and suicide bombers. The Division employs a broad
range of existing and emerging approaches to detect and lessen the impact
of explosive materials. These include baggage-screening devices as well as the
capability to identify explosives residue. Terrorist events like the Madrid rail
bombing, the London Underground attack, and the recent disclosure of
planned attacks on U.S.-bound flights from the United Kingdom, all involved
explosive threats. Those events underscore the operational need for a unified
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approach to the detection of, response to, and mitigation of explosive threats
across all modes of transportation.

In explosives detection, we are improving existing explosive detection meth-
ods, developing new technologies, and integrating improvements and techno-
logical developments into both deployed and new systems. Detection is a key
defense against successful attacks. For example, the Check Point Program ap-
plies to multiple venues where real or virtual portals exist. Historically, air-
ports have received the most attention, but similar portal situations can be
found at rail stations and cruise ship terminals. Check point programs ad-
dress suicide bombers, carry-ons, leave-behind IEDs, and vehicle-borne IEDs.
The two other principal programs in this area are checked baggage and cargo.
Like aviation, rail and ship modes share checked baggage and cargo screen-
ing challenges.

The check point program addresses the risk of catastrophic loss of mass tran-
sit resulting from small IEDs detonated in passenger cabins and the cata-
strophic loss or hostile takeover of mass transit resulting from the presence
of certain weapons in passenger cabins. The principal objective of the pro-
gram is developing advanced technology for integration with future check
point systems to detect explosives and concealed weapons, while meeting re-
quirements for automation, efficiency, and cost reduction. Longer-term objec-
tives include applying systems integration and a seamless flow of information
with reduced impact to the checkpoint operations environment. The program
also strives to upgrade currently deployed technologies to address emerging
threats and concealment methods.

The checked baggage program identifies and develops the next generation of
checked baggage screening systems, and supports continuous improvements
toward the Congressionally directed goal of 100 percent screening of aviation
checked baggage by electronic or other approved means with minimum or no
impact to the flow of people or commerce. Checked baggage will focus on con-
tinuing work with Manhattan II by conducting system development and inte-
gration of the Manhattan II checked baggage program, complete the prelimi-
nary system architecture test and evaluation, and conduct detection-tech-
nology test and evaluation.

The cargo program is developing the next generation of air cargo screening
systems, with transition targeted for FY 2011.

The $12.6 million requested for Human Factors will apply the social and be-
havioral sciences to improve detection, analysis, and the understanding of
threats posed by individuals, groups, and radical movements. This knowledge
will support the preparedness, response and recovery of communities im-
pacted by catastrophic events and to advance national security by integrating
human factors into homeland security technologies. Further this will enhance
the capability to control movement of individuals into and out of the United
States and its critical assets through accurate, timely, and easy-to-use biomet-
ric identification and credentialing validation tools.

The $24.0 million requested for Infrastructure and Geophysical will develop
technical solutions and reach-back capabilities to improve State, local, tribal,
and private sector preparedness for and response to all hazardous events im-
pacting the population and critical infrastructure.

The Division’s focus is on identifying and mitigating the vulnerabilities of the
17 critical infrastructure sectors and key assets that keep our society and
economy functional. The Division models and simulates the Nation’s critical
infrastructures to determine how various scenarios will affect each sector,
provides decision support tools to guide decision-makers in identifying gaps
and vulnerabilities, and develops predictive tools and methods to aid in pre-
paring for and responding to various catastrophes. Additionally, the Division
focuses on responder preparedness and response capabilities that improve the
ability of the Nation to prepare for, respond to, and recover from all-hazards
emergencies. Applying the best available science and technology for the safety
and security our emergency responders and homeland security professionals
ensures they may effectively perform their jobs—saving lives and restoring
critical services.

The Division is also developing a capability that will enable owners and oper-
ators of the most vital critical infrastructure sites to implement affordable
and reliable blast and projectile mitigation measures improving capabilities



28

to withstand these threats. The program is developing suites of advanced ma-
terials, design procedures, and innovative construction methods that can be
used to protect critical infrastructure and key resources.

In addition, the Division is developing decision-making and information-shar-
ing tools to aid responders. This will dramatically enhance the information
management and information sharing capabilities of incident commanders
and emergency responders as emergencies increasingly demand more highly
coordinated responses.

The $59.9 million requested for Innovation/HSARPA will focus on homeland
security research and development that poses a risk of failure, but if success-
ful would lead to significant technology breakthroughs that would greatly en-
hance DHS operations. HSARPA carries out its activities in two areas: (1)
Homeland Innovative Prototypical Solutions, which are designed to deliver
prototype-level demonstrations of game-changing technologies in two to five
years. These programs are moderate risk, but offer high pay-off and (2) High
Impact Technology Solutions, which are designed to provide proof-of-concept
answers that could result in high-payoff technology breakthroughs. Though
there is a considerable risk of failure, these projects offer the potential for sig-
nificant gains resulting from success.

The $88.8 million requested for Laboratory Facilities will fund operation of
the S&T laboratory facilities, including Plum Island, the Transportation Secu-
rity Lab, Environmental Measurements Laboratory, the Chemical Security
Analysis Center, and the National Biodefense Analysis and Countermeasures
Center. Laboratory Facilities also funds design work on the National Bio and
Agrodefense Facility and upgrade of the Plum Island facility.

The $25.5 million requested for Test & Evaluation and Standards funds two
areas Test and Evaluation (T&E) and Standards. T&E works across DHS and
ensures that systems meet the capability needs of users, validates perform-
ance and provides measurable improvement to operational capabilities. Effec-
tive testing and evaluation programs provide crucial information to decision-
makers for acquisition and deployment of technology. Standards are con-
sensus based measures—from basic specifications to performance criteria—
that give DHS and its customers confidence that technology and systems will
perform as required. The S&T Directorate works across DHS and with nu-
merous external partners to build consensus and support development of
needed standards.

The $24.7 million requested for Transition programs will expedite technology
transition to deliver near-term products and technologies to meet DHS compo-
nent requirements. This area also funds the Office of the SAFETY Act Imple-
mentation, transition support programs such as the Technology Clearing-
house, and the S&T Directorate’s international and interagency programs.
The $38.7 million requested for University Programs will allow the S&T Di-
rectorate to engage the academic community to support current DHS prior-
ities and enhance homeland security capabilities by providing ground-break-
ing research, analyses and educational approaches. The program is designed
to bring together the best scientific talent and resources from U.S. academic
institutions to help solve complex and technologically challenging homeland
security problems facing our nation. Program activities simultaneously focus
on building homeland security expertise in the academic community, creating
strategic partnerships, and fostering a new generation of homeland security
experts.

The program works to:
¢ Strengthen U.S. scientific leadership in homeland security research;
¢ Generate and disseminate knowledge and technical advances to aid
homeland security frontline professionals;
e Foster a homeland security culture within the academic community
through research and education programs; and

e Build a highly-trained science and engineering workforce dedicated to
homeland security that will sustain progress over time.

This program invests in two areas: the university-based Centers of Excel-
lence, and student Scholarships and Fellowships intended to build and de-
velop the next generation of academic researchers in disciplines that are rel-
evant and essential to homeland security.
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CONCLUSION

In conclusion, I am pleased to report that the S&T Directorate is well positioned
today to mobilize the Nation’s vast technical and scientific capabilities to enable so-
lutions to detect, protect against and recover from catastrophic events.

Our plans for restructuring the organization have been implemented and it is in-
deed gratifying to see that they appear to be working as we advance to the critical
phase of product transition. Increasingly, our DHS customers are recognizing the
substantial value that S&T’s technical expertise brings to their operations. We have
engaged them, eliciting participation at the highest levels, to join us at the table
Eo work constructively on solutions for countering the formidable threats this nation
aces.

We appreciate the many demands on the taxpayers’ precious dollars and you have
my commitment that the S&T Directorate will be wise stewards of the public mon-
ies you have entrusted to us. We are steadfast in our resolve to serve the best inter-
ests of the Nation by investing in the talent and technology that will provide Amer-
ica with a sustainable capability to protect against acts of terror and other high-
consequence events for generations to come.

Members of the Committee, I thank you for the opportunity to meet with you
today to discuss a newly realigned Science & Technology Directorate that is meeting
homeland security challenges with a renewed sense of purpose and mission. I look
forward to working with you throughout the 110th Congress.

BIOGRAPHY FOR JAY M. COHEN

Department of Homeland Security, Under Secretary for Science and Technology,
Jay M. Cohen is a native of New York. He was commissioned in 1968 as an Ensign
upon graduation from the United States Naval Academy. He holds a joint Ocean
Engineering degree from Massachusetts Institute of Technology and Woods Hole
Oceanographic Institution and Master of Science in Marine Engineering and Naval
Architecture from MIT.

His early Navy assignments included service on conventional and nuclear sub-
mar)ines. From 1985 to 1988 Cohen commanded USS HYMAN G. RICKOVER (SSN
709).

Following command, he served on the U.S. Atlantic Fleet as a senior member of
the Nuclear Propulsion Examining Board, responsible for certifying the safe oper-
ation of nuclear powered ships and crews.

From 1991 to 1993, he commanded USS L.Y. SPEAR (AS 36) including a deploy-
ment to the Persian Gulf in support of Operation DESERT STORM.

After Spear, he reported to the Secretary of the Navy as Deputy Chief of Navy
Legislative Affairs. During this assignment, Cohen was responsible for supervising
all Navy-Congressional liaison.

Cohen was promoted to the rank of Rear Admiral in October 1997 and reported
to the Joint Staff as Deputy Director for Operations responsible to the President and
DOD leaders for strategic weapons release authority.

In June 1999, he assumed duties as Director Navy Y2K Project Office responsible
for transitioning all Navy computer systems into the new century.

In June 2000, Cohen was promoted in rank and became the 20th Chief of Naval
Research. He served during war as the Department of the Navy Chief Technology
Officer (a direct report to the Secretary of the Navy, Chief of Naval Operations and
Commandant of the Marine Corps). Responsible for the Navy and Marine Corps
Science and Technology (S&T) Program (involving basic research to applied tech-
nology portfolios and contracting), Cohen coordinated investments with other U.S.
and international S&T providers to rapidly meet war fighter combat needs. After
an unprecedented five and a half year assignment as Chief of Naval Research, Rear
Admiral Cohen retired on February 1, 2006.

Under Secretary Cohen was sworn in to his current position at the Department
of Homeland Security on August 10, 2006.

Chairman Wu. Thank you, Mr. Under Secretary. Director Ox-
ford.

STATEMENT OF MR. VAYL S. OXFORD, DIRECTOR, DOMESTIC
NUCLEAR DETECTION OFFICE, DEPARTMENT OF HOME-
LAND SECURITY

Mr. OXFORD. Good morning, Chairman Wu, Ranking Member
Gingrey, and other Members of the panel. I would like to thank the
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Committee for the opportunity to present DNDQO’s research and de-
velopment priorities for fiscal year 2008. I am pleased to be here
with my colleague, Under Secretary Cohen, and other colleagues
from past lives that are with me also here on the panel.

DNDO is chartered to develop a global nuclear detection archi-
tecture that would form a robust defensive layer to prevent nuclear
and radiological terrorism. We are also asked to direct all radiation
detection development programs on behalf of DHS and to work as
the U.S. Government collaborator with other Departments regard-
ing research and development for the radiological and nuclear area.

We invest in the enhancement of existing technologies through
both a near-term spiral development program, as well as a trans-
formational research and development program to deliver revolu-
tionary improvements in the performance of nuclear detection sys-
tems. Today I will highlight the near-term and transformational
plans for 2008, and touch upon how DNDO coordinates its R&D ac-
tivities with other federal agencies.

Regarding near-term R&D priorities, we feel we must finish the
work of securing our nation’s ports of entries. However, we cannot
ignore the possibility that a terrorist might attempt to illicitly
transport a nuclear or radioactive material between the ports of
entry.

DNDO’s near-term focus is on making further improvements to
radiation detection capabilities for the national ports of entry,
while also developing solutions for non-ports of entry threats. We
are testing the Advanced Spectroscopic Portal at the Nevada Test
Site and the New York Container Terminal. Results of these tests
will be used to support the Secretary’s certification decision as re-
quired by the 2007 Appropriations Bill. And in 2008, we will also
complete development and begin production for ASP variants to in-
clude mobile truck mounted systems, as well as shuttle carrier sys-
tems that address specific challenges presented at some of our sea
ports that load cargo directly from ships to rail. The Cargo Ad-
vanced Automated Radiography System will automatically detect
high density shielding within cargo that could escape the detection
by our passive systems. The automated imaging processing capa-
bilities and vision for CAARS will substantially improve through-
put rates over current generation radiography systems.

Development of these technologies will continue in 2008, with
prototypes being delivered in mid 2009. DNDO’s Human Portable
Radiation Detection System Program will improve current and
backpack radiation detection systems by improving identification
capabilities, standardizing displays and controls, reducing weight,
and improving system connectivity so that data can be rapidly com-
municated and analyzed.

Within our long-term transformational research program we in-
clude an exploratory research program, a dedicated Academic Re-
search Initiative, and several upcoming advanced technology dem-
onstrations. In exploratory research we have initiated 44 projects
with our national laboratories. We have recently awarded seven co-
operative agreements with academia, and next week we will an-
nounce 10 awards with private industry. These efforts have already
begun to pay off.
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An automated process established at Lawrence Berkeley Na-
tional Laboratories allows us to evaluate over 100 new detector ma-
terials per month or over 1,000 per year, a tenfold increase over
previous capabilities within this country. Proof of concept efforts on
several standoff technologies have demonstrated that very small
amounts of material can be detected at 20 miles per hour from a
distance of over 65 meters. Again, a tremendous improvement over
previous and current capabilities.

In 2008, our Advanced Technology Demonstration Programs will
include an Intelligent Personal Radiation Locator that responds to
a user requirement to improve upon capabilities in personal radi-
ation devices for discrimination as well as localization of threat ma-
terials. Our Standoff Detection Advanced Technology Demonstra-
tion will develop and evaluate technologies to significantly increase
detection ranges out to 100 meters. The verification of Shielded
Special Nuclear Material Advanced Technology Demonstration will
develop and test advanced technologies to verify the presence of
special nuclear material in cluttered environments and may lead to
a human portable capability to automatically verify the presence of
shielded special nuclear material.

Finally, a survey by the National Science Foundation and the
Department of Energy showed a downward trend in this nation’s
nuclear science expertise. In 1980, there were 65 nuclear engineer-
ing departments in our U.S. universities. Today there are 29. Cur-
rently it is estimated that one-third to three-quarters of the current
nuclear workforce will reach retirement age in the next 10 years.
DNDO’s Academic Research Initiative will spur the academic com-
munity to provide the nuclear detection experts of the future by
funding universities to conduct R&D in the areas relevant to nu-
clear detection. Last month DNDO and the National Science Foun-
dation solicited grant applications from our colleges and univer-
sities to help begin this new academic initiative.

Regarding coordination with other organizations, we recognize
that several federal agencies already engage in research in this
area, so we have coordinated our activities with the National Nu-
clear Security Administration, the Defense Threat Reduction Agen-
cy, and the Director for National Intelligence. Several mechanisms
are currently in place to insure active coordination of these efforts.
These include joint participation in the Domestic Nuclear Research
and Development Working Group, chaired by the President’s
science advisor, an interagency working group that is intended to
create an R&D roadmap for the future.

DNDO also supports Department of Energy activities by jointly
reviewing proposals that come into both organizations to make sure
that we are collaborating and reducing the conflict of funding. We
do that also with the Department of Defense.

Finally, in conclusion, let me say the challenges that lie ahead
require coordinated effort on behalf of the best scientific minds in
this country, from fostering the development of revolutionary detec-
tion technologies that fill gaps in our evolving architecture, to pro-
viding next-generation technologies that improve performance, cost,
and operational value. DNDO is working to provide the Nation
with a continuously improving capability to protect against a ter-
rorist nuclear attack.
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And I would at this time yield the rest of my time and be glad
to answer any questions, Mr. Chairman.
[The prepared statement of Mr. Oxford follows:]

PREPARED STATEMENT OF VAYL S. OXFORD

Introduction

Good morning Chairman Wu, Ranking Member Gingrey, and distinguished Mem-
bers of the Subcommittee. As Director of the Domestic Nuclear Detection Office
(DNDO), I would like to thank the Committee for the opportunity to discuss our re-
search and development (R&D) priorities for Fiscal Year 2008 and how these activi-
ties will directly enhance the probability of mission success. I am pleased to be here
with other distinguished witnesses, Under Secretary Cohen, Mr. Czerwinski, Dr.
Epstein, and Ms. Ward.

Key to the success of the Department of Homeland Security (DHS) is improving
the Department’s ability to mitigate risks across the entire threat spectrum. In rec-
ognition of the catastrophic risk posed by the use of a nuclear weapon within the
United States, all nuclear detection research, development, test, evaluation, and
operational support within the Department was consolidated into the DNDO in
April of 2005. Since then DNDO has developed, and continues to evolve, the global
nuclear detection architecture, while improving the domestic means to detect and
report attempts to import or transport a nuclear device or fissile or radiological ma-
terial intended for illicit use.

DNDO maintains a preeminent research and development program and capital-
izes on the benefits of integrating this program with larger acquisition efforts. Over
half of DNDO’s Fiscal Year 2008 budget request is intended for R&D activities. We
categorize our R&D work into two areas: enhancement of existing technologies
through near-term, spiral development; and long-term transformational R&D that
will deliver revolutionary improvements in the cost, performance and associated
operational burdens of nuclear detection systems.

Today, I will be discussing both our near-term and transformational R&D plans
for FY 2008. As I describe these efforts, I will share with you how DNDO uses archi-
tectural analysis and end-user requirements to help guide not only acquisition ef-
forts, but also our research agenda. I will also touch upon how DNDO coordinates
its scientific research and technical development activities with other federal agen-
cies.

Near-Term R&D Priorities

Our analysis of the detection architecture concluded that we must finish the work
of securing our nation’s ports of entry (POEs). However, we cannot ignore the possi-
bility that a terrorist might attempt to illicitly transport a nuclear device or radio-
active material between the POEs. DNDO’s near-term focus is on making further
improvements to radiation detection capabilities for the Nation’s POEs as well as
developing solutions for non-POE applications. These include general aviation, small
maritime craft, non-POE land border crossings, and State and local operations.

DNDO will continue our Advanced Spectroscopic Portal (ASP) program, which im-
proves upon existing polyvinyl toluene (PVT)-based radiation portal monitors that
are currently deployed at the Nation’s POEs, and select foreign POEs through the
DOE Megaports Initiative. ASP systems not only detect the presence of radiation,
but also identify the radiation source, enabling the system to discriminate real
threat alarms from alarms due to normally occurring radioactive material (NORM).
Alarms due to NORM are also known as nuisance alarms. The use of spectroscopic
identification dramatically reduces nuisance alarms, and will allow for considerably
improved throughput at high-volume ports, while simultaneously improving secu-
rity. DNDO awarded contracts to Raytheon Company, Thermo Electron Corporation,
and Canberra Industries, Inc. for the development and production of ASP last July.
Approximately $44.5 million was immediately provided to the three vendors. Based
on results of system performance tests now underway and upon certification by the
Secretary, DNDO plans to award up to $1.1 billion over a five-year period to com-
plete ASP development and acquisition.

In FY 2008, we will complete development and test phases and begin production
for: truck-mounted ASP systems that provide mobility for several applications, in-
cluding relocatable chokepoint applications in State and local operations, or at low-
volume POEs where fixed systems may not be cost effective; and shuttle carrier-
mounted ASP systems that address the challenge presented by several seaports that
load cargo directly from ships to rail cars, therefore bypassing typical exit gate
screening operations. By developing additional passive detection design variants
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that meet unique port requirements, DNDO will be well on its way to achieving
technical solutions that enable us to screen 100 percent of cargo containers entering
the United States. To support all of our passive systems, we will be upgrading the
standard ASP cargo portals with software improvements and better controls and
displays based on feedback that we receive from operational deployments.

The Cargo Advanced Automated Radiography System (CAARS) will automatically
detect high-density material shielded within cargo that could escape detection by
passive radiation systems, like ASP. The automated image processing techniques
envisioned for CAARS will also substantially improve throughput rates over cur-
rent-generation radiography systems. DNDO awarded contracts to L-3 Communica-
tions, American Science and Engineering, Incorporated, and SAIC for the develop-
ment of CAARS last September.

Development of these technologies will continue in FY 2008, with a projected de-
livery of prototype units in mid-2009. Once ready, these systems will be subjected
to a rigorous test program to evaluate the technology and to enter into engineering
development. Test results will serve as a major factor in evaluating the performance
of the three contractors and continuing with the next phase of the program, in
which low-rate initial production will begin. DNDO will also begin preparations for
pilot deployments to evaluate operational factors and conduct other deployment
planning efforts such as site surveys and environmental impact assessments.

Nevertheless, ASP and CAARS deployed at our official POEs are not the only
technologies needed to fulfill our nuclear detection architecture. The DNDO is also
working on Human Portable Radiation Detection Systems, or HPRDS, that aim to
improve on current hand-held and backpack radiation detection systems similar to
those currently used by Customs Border and Protection (CBP) and the Coast Guard.
These systems currently weigh ten to 25 pounds, and are generally operated as a
secondary screening tool. When an alarm is detected, hand-held systems can then
be used to isolate and identify the source of the radiation. The HPRDS program
seeks to reduce the weight of systems to approximately five pounds, while simulta-
neously improving detection probabilities to as high as 90 percent when used in ter-
tiary or confirmatory inspection applications; and also improve connectivity for
alarm reporting and technical support. In October, five companies received
awards—Smiths Detection, SAIC, Ortec, Sanmina-SCI, and Target Instruments.

In FY 2008, development efforts for the next generation of hand-helds and
backpacks will focus on: improving the identification capabilities of human portable
systems so they can distinguish between threat and non-threat material quicker and
with greater accuracy; standardizing the displays and control functions to improve
system operability for field operators; reducing the weight of units so they are less
burdensome to use; and improving systems connectivity so that data can be rapidly
communicated and analyzed to determine if it represents a potential threat.

Long-Term Transformational R&D Priorities

Despite the progression of our near-term R&D efforts, there are still key, long-
term challenges and vulnerabilities in our detection architecture that require long-
range, higher-risk research programs to deliver the highest payoff improvements in
detection capabilities. One of the primary motives for the establishment of the
DNDO was to create a mechanism for significant and sustained funding into radi-
ation detection technologies through innovative approaches. Our transformational
R&D program works with all sectors—National Laboratories, academia, and private
industry—to seek dramatic technical improvements.

This is not research for the sake of research. This is a deliberate, focused effort
to address significant capability gaps in our present detection architecture—gaps
that cannot be filled with current technologies because of performance issues, cost,
or lack of capability. Revolutionary advances in radiation detection technology could
potentially impact all capability gaps in our present detection architecture, from a
distributed network of inexpensive radiation detectors to highly sensitive, standoff
detection systems for sensing mobile threats at speed. Many of these technical
breakthroughs would directly address some of the opportunities and challenges I
mentioned before, such as general aviation, small maritime craft, non-POE land bor-
der crossings, and State and local operations.

Our transformational research includes a robust Exploratory Research Program,
a dedicated Academic Research Initiative, and several upcoming Advanced Tech-
nology Demonstrations (ATDs). Exploratory Research focuses on technical solutions
that are at the feasibility phase and show significant promise, but require further
concept development and demonstration. As solutions and concepts mature, tech-
nologies will transition either into enabling components for existing ATDs or will
generate new ATD initiatives. The purpose of an ATD is to develop and test a device
and generate the data needed to perform a preliminary cost-benefit analysis for a
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technology. Successful research originating from our Academic Research Initiative
will also transition to exploratory research or an ATD initiative.

In December 2005, DNDO published a Call for Proposals to the National Labora-
tories soliciting novel detection approaches, materials, and advanced technologies as
part of our Exploratory Research program. DNDO received more than 150 proposals,
and ultimately selected 44 for award, resulting in nearly $40 million in research
programs. Similarly, DNDO released a solicitation for private industry and aca-
demia proposals in the same research topics. More than 200 white papers were sub-
mitted, and last month we announced the award of seven cooperative agreements
with academia totaling approximately $3.1 million. The research topics of these uni-
versities include advances in materials, associated electronics, detection techniques,
and enabling technologies to investigate and understand important and related phe-
nomenology.

In FY 2008, exploratory research topics will include: new materials that have high
energy resolution, high efficiency, and low cost; shielded special nuclear material
(SNM) verification efforts that would enable highly penetrating, efficient, low-dose
interrogation systems to address screening of general aviation, small boats, and oc-
cupied vehicles; new solutions for passive detection of SNM in general aviation, com-
mercial air cargo, and boats and small ships near the U.S. coastline; and technology
and concepts that offer significantly enhanced threat sensitivity with remote and
distributed emplaced sensor networks. In addition, we will be working with the
DHS Science and Technology Directorate to examine techniques for integrating ex-
f)losives detection with radiological and nuclear detection, achieving single-device so-
utions.

Our ATD program takes leading edge technological concepts (in many cases tech-
nology demonstrated conceptually under Exploratory Research) and develops a per-
formance test unit to conduct a realistic demonstration of capabilities. The results
of the tests form the basis for a preliminary cost benefit analysis that is used to
objectively determine whether the technology should transition to our Systems De-
velopment and Acquisition program.

In FY 2008, the Intelligence Personal Radiation Locator (IPRL) ATD that started
in 2006 will result in a performance test unit that will be ready for testing. The
IPRL emerged from an end-user requirement for a next-generation personal radi-
ation detection system similar to the radiation pagers often used by CBP, first re-
sponders, and law enforcement officials. IPRL will have sufficient energy resolution
and sensitivity to reliably discriminate between NORM, background, and potential
threats, and will be used by law enforcement, first responder, counterterrorism, the
intelligence community and others in routine activities and surveillance. DNDO
awarded contracts worth up to $22M for the IPRL program last September. This
enabled us to conduct the design and development work required to take IPRL from
the conceptual phase and become ready for testing of IPRL performance test units
in early FY 2009.

In addition, our Standoff Detection ATD will be ready for final system design re-
view, with a mid-FY 2009 target for testing of the performance test units. This ATD
will allow DNDO to develop and evaluate key existing technologies such as coded
aperture and Compton imaging that may dramatically improve sensitivity and di-
rectional accuracy. Our goal is to extend nuclear detection ranges to as much as 100
meters, potentially providing the capability to locate and identify nuclear threat ma-
terials at greater distances for use in ground-based, airborne, and maritime plat-
forms. Defense Threat Reduction Agency (DTRA) and the Department of Defense
(DOD) also have strong requirements for long standoff capability for detection of nu-
clear materials. To de-conflict our programs, DTRA cites the need for very long
standoff detection of one kilometer (1000 meters) or more. Since in most cases the
goal of 100 meters is unattainable with current technologies, DTRA’s current efforts
are closely related to those of DNDO. Achieving our shared goal to improve capa-
bility for longer standoff detection will require the resources of both DHS and DOD.

Our Verification of Shielded SNM ATD is scheduled for preliminary design re-
views in early FY 2009, with final system design review expected in late FY 2009.
This ATD will develop and test advanced technology to resolve alarms and defini-
tively verify the presence of SNM despite cluttered environments or intentional
countermeasures like shielding. Furthermore, another embodiment of this tech-
nology may lead to a whole new capability for portable interrogation systems that
will enable relocatable or human portable detection systems that can automatically
verify the presence of shielded SNM.

The final component of our transformational R&D program provides a much need-
ed emphasis in nuclear detection sciences, a field that has been in decline at Amer-
ican universities for years. A survey by the National Science Foundation showed a
downward trend since the mid-1990s of nuclear scientists and engineers of approxi-
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mately 60 per year. In 1980, there were 65 nuclear engineering departments ac-
tively operating in the U.S. universities; now there are only 29. Currently, it is esti-
mated that one-third to three-quarters of the current nuclear workforce will reach
retirement in the next 10 years. The future security of our nation requires such a
rejuvenation effort at our universities. The current projections forecast a need for
approximately 100 new Ph.D.s per year.

DNDO’s Academic Research Initiative will spur the academic community to pro-
vide the nuclear detection experts of the future by funding universities to conduct
R&D in areas relevant to the detection of nuclear and radiological material. In addi-
tion, the program will foster potentially high-risk but high-payoff ideas that could
lead to solutions that have not yet been considered. Last month, DNDO and the Na-
tional Science Foundation announced grant opportunities worth up to $58 million
over the next five years for colleges and universities. Once this program matures,
our estimate is that this initiative will produce 20 to 30 new Ph.D.s per year, while
also addressing critical research needs. This will not address the need completely.
But our efforts, combined with the academic support efforts of other federal agencies
like the Department of Energy, will help provide the nuclear scientists and engi-
neers of the future.

Coordination of Effort

The identification of gaps in nuclear detection capabilities justifies the need for
a well-supported DNDO research and development program. At the same time, we
recognize that several federal agencies already engage in research and development
in this area. Therefore, the planning process for the DNDO transformational re-
search agenda was coordinated with partners, including the DOE National Nuclear
Security Administration’s Nonproliferation and Verification Research and Develop-
ment Program (NA-22), the Defense Threat Reduction Agency (DTRA), and the Of-
fice of the Director of National Intelligence (DNI). I would like to take a moment
to describe several mechanisms currently in place to ensure active coordination be-
tween DNDO and other agencies funding related research and development.

From its founding, DNDO supported the Domestic Nuclear Defense Research and
Development (DND R&D) Roadmap Working Group to develop a coordinated, inter-
agency R&D roadmap that would enhance the breadth of domestic nuclear defense
efforts to ensure a secure nation. The DND R&D Working Group was chartered by
the Homeland Security Council/National Security Council Domestic Nuclear Defense
(DND) Policy Coordinating 